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COMMENT       A GREEN REVOLUTION

T
he UK government’s announcement of its ‘green industrial revolution’, has 

been broadly welcomed. But questions have been raised over whether it’s 

ambitious enough, or if enough money is being allocated to it or whether 

the plan goes far enough in meeting the government’s own legally binding 

climate targets, as the UK looks to cut its carbon emissions to virtually zero by 2050.

The 10 point plan includes a ban on combustion engine sales by 2030, with 

grants for electric cars and funding for charging points, a pledge to quadruple 

offshore wind power to 40GW by 2030, moves to boost hydrogen production, 

investment in new nuclear power and carbon capture initiatives and a pledge to 

make London the ‘global capital of green � nance.’

The announcement that garnered most media coverage was the decision to 

phase out combustion engine sales, ten years earlier than previously expected. 

Research suggests that this could cut car emissions by the equivalent of 46m 

tonnes of carbon dioxide by 2030, from an equivalent of 68 MtCO2e (metric tons of 

carbon dioxide equivalent) at present.

The move to bring forward the phasing-out of fossil fuel vehicles had been widely 

trailed, and many car manufacturers are looking to accelerate the shift to electric 

engines.

While decarbonisation of vehicles tends to concentrate on passenger vehicles, 

developments are taking place with commercial vehicles. The news that Arrival, 

the UK-based electric van and bus start-up, has announced that it was to list on the 

Nasdaq stock exchange in New York, in a deal that is expected to value the company 

at more than £4bn, highlights the opportunities in this space.

While the UK government is focused on the decarbonisation of vehicles it will 

also need to invest in the UK’s electric vehicle charging infrastructure, and the scale 

of what’s required has raised doubts about the level of funding that is being made 

available.

Much of the plan announced involved setting new targets, but when so many 

existing ones have yet to be met, is there really any point? Far too often targets have 

been set by government, whether that’s cutting CO2 emissions, increasing the use of 

renewables or meeting air quality targets only for them to be missed.

So is this green plan vague and underpowered or a landmark announcement? 

Only time will tell.

Neil Tyler, Editor (neil.tyler@markallengroup.com)

A green revolution
ON THE FACE OF IT THE GOVERNMENT’S GREEN INDUSTRIAL REVOLUTION 
LOOKS LIKE A POSITIVE STEP IN DECARBONISING THE UK ECONOMY, BUT 

AS ALWAYS THE DEVIL IS IN THE DETAIL

“Is this green 
plan vague and 
underpowered 
or a landmark 
announcement? 
Only time will 
tell.”



Xilinx is working with Texas Instruments (TI) to 
develop scalable and adaptable digital front-end 
(DFE) solutions to increase the energy efficiency 
of lower antenna count radios. 

The solutions leverage Xilinx’s adaptable IP 
to enhance the RF performance and improve 
the power efficiency of indoor and outdoor 
radio applications. By combining Xilinx’s Zynq 
UltraScale+ MPSoC family and adaptable RF IP 
with the AFE7769 quad-channel RF transceiver 
from TI, developers will be able to address the 
OPEX and CAPEX concerns of large operators 
and private networks.

New functionality in the radio due to the 
need to support wider bandwidths and new use 
cases such as enhanced Mobile Broadband and 
massive Machine Type Communication requires 
a radio platform that can adapt and scale which 
is seen as crucial by developers.

“Critical to the success of the radio platform 
is the efficiency and performance of the RF 
power amplifier (PA). Even for low-power small 
cell applications, the PA consumes over 50% 
of the power of a typical next-generation radio 
and is therefore key to driving the OPEX and 
CAPEX,” said Liam Madden, executive vice 
president and general manager, Wired and 
Wireless Group at Xilinx. “A scalable and 
adaptable DFE solution that can address 

current and future PA efficiency needs is key for 
the advancement of 5G platforms.”

Xilinx’s Adaptable Digital RF IP includes 
specialist functionality of Crest Factor Reduction 
(CFR) and Digital Pre-distortion (DPD. It is 
currently the only solution that can support 
a wide range of radio bandwidths and carrier 
configurations. By being tightly integrated with 
the rest of the PHY processing implemented 
in the Zynq UltraScale+ MPSoC device, it 
can handle the increasingly complex signal 
dynamics of multi-RAT and 5G waveforms 
which are challenging for standalone DPD 
implementations. The PA technology is also 
evolving quickly to address these new radio 
requirements with broader adoption of GaN 
and new architectures. Adapting to these new 
technologies will be key to maximizing the 
efficiency of the PA.

Scalable and adaptable DFE solutions
XILINX COLLABORATES WITH TEXAS INSTRUMENTS TO DEVELOP ENERGY EFFICIENT  
5G RADIO SOLUTIONS. NEIL TYLER REPORTS
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AMD Ryzen embedded V2000 processors 
AMD has announced the launch of the AMD Ryzen Embedded V2000 Series  
processor. Built using 7nm process technology, ‘Zen 2’ cores and  
high-performance AMD Radeon graphics, the processor is able to provide  
improved power efficiency and can deliver enterprise-class security features for customers.

The V2000 family is designed for embedded applications such as Thin Client, MiniPC and  
Edge systems. Equipped with up to eight CPU cores and seven GPU compute units, a single AMD 
Ryzen Embedded V2000 Series processor provides 2x the multi-threaded performance-per-watt, 
up to 30 percent better single-thread CPU performance and up to 40 percent better graphics 
performance than previous generations. 

For customers and applications that need high-performance display capabilities, the Ryzen 
Embedded V2000 series can power up to four independent displays in 4K resolution.

Commenting Rajneesh Gaur, corporate VP and general manager, Embedded Business,  
AMD, said “Pairing the ‘Zen 2’ CPU cores with Radeon graphics, we’re now providing our  
customers with a new class of performance and power efficiency with 7nm technology.”

The V2000 Series processor also provides advanced security features, helping to defend 
against unauthorised access to memory or critical software. 

Similar to other series the V2000 supports AMD Memory Guard, a suite of security features 
including Secure Boot and Secure Memory Encryption, in which stored memory is encrypted to  
help prevent an attacker from accessing the data.
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ByteSnap to launch new 
EV charging division
EMBEDDED DESIGN CONSULTANCY TO LAUNCH NEW ELECTRIC 
VEHICLE CHARGING DIVISION. NEIL TYLER REPORTS

ByteSnap Design, the embedded electronics 
design consultancy, is launching a new electric 
vehicle (EV) charging division, Versinetic, in 
response to growing demand for its expertise 
in electric vehicle charging projects. Versinetic 
is made up of team with a long-standing 
history in the EV space and who were behind 
the electronics for charge posts used at the 
London Olympics and the communications 
controller for the innovative V2G project, VIGIL.

The new division will provide a range of 
hardware, software and consultancy services 
all under one roof for manufacturers of 
EV charge points. Clients will bene� t from 
customised designs where time to market is 
accelerated and integration challenges are 
minimised for EV charger solutions.

With the announcement that the UK 
government is to bring forward a ban on the 
sale of new fossil fuel vehicles by 10 years 
to 2030 alongside signi� cant subsidies for 
EVs and other green initiatives, the EV charge 
point market is set to grow exponentially. For 
example, the UK Department for Transport’s 
(DfT) recent commitment to have at least six 
high powered, open access charge points at 
motorway service areas in England, with some 
larger sites having as many as 10-12, all in 
the next three years. 

There are, however, a number of 

challenges within the sector.
According to Dunstan Power, Director of 

ByteSnap Design and the driving force behind 
Versinetic, “Off the shelf EV charging solutions 
are currently saturating the market, but fall 
short. We’ve had a sharp increase in incoming 
enquiries, and most are from companies 
where basic chargers do not meet speci� c 
requirements, perhaps due to software, 
communications, timing issues, UI compatibility, 
con� guration of load sharing, or many other 
reasons. Therefore, we have created versatile 
hardware and software products, backed by 
a � exible consultancy model to bring more 
charging solutions to market.”

Targeting the UK and EU market primarily, 
Versinetic’s EV charge point design solution 
is based around versatile ‘Charging Blox’, 
conceptualised product and service modules 

that can be con� gured to precisely 
match customers’ requirements. These are 
broadly aligned to three clearly de� ned offers:
● Design concept – includes consultancy, 

feasibility studies and evaluation kit
● Solution design – Versinetic products and 

software
● Supply options – licensed or on a non-

recurring engineering basis

These combine to create a complete 
EV charge point solution. Initial customers 
include a continental European company 
that’s working in the EV smart charge point 
solution area. Versinetic is also in advanced 
talks with several other businesses.

Versinetic is looking to attract EV charger 
manufacturers and others with an interest in 
the sector, such as automakers thinking of 
bundling chargers with EVs.

The new division name, Versinetic, stands 
for Versatile Intelligent Kinetic Energy. 
Versinetic will be headed up by embedded 
product design veteran Dunstan Power and 
expects to recruit both software and hardware 
engineers and train them for the EV market. 

NEWS       EV CHARGING

CALL FOR AN ONSHORE SUPPLY CHAIN
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The announcement by Boris Johnson that the 
UK government is to accelerate the ban on the 
sale of new petrol and diesel vehicles, bringing 
it forward by � ve years to 2030, as part of a 
£4bn ‘green industrial revolution,’ follows a 
£1.3bn investment that has been pledged 
towards electric vehicle (EV) charging points, 
as well as grants for EV buyers stretching to 
£582m to help people make the transition, 
whilst there is also nearly £500m for battery 
manufacture.

The government has said that it is looking 
to collaborate with the UK motor industry to 
aid the mass production of electric vehicles 

and lithium-ion batteries that power them, but 
the sector is already struggling to keep up with 
the surge in demand.

To support the expanding electric vehicle 
market – which will make up 1 in 5 of all car 
sales by 2026 – the creation of an onshore 
full-cycle supply chain and return of the 
investment ecosystem needs to be prioritised.

According to Kevin Brundish, the CEO of the 
UK’s only full-cycle battery manufacturer AMTE 
Power, “This is obviously fantastic news and 
accelerates the electri� cation of cars, which 
is a signi� cant step in meeting the country’s 
climate change targets. 

“For businesses like ours, which are 
targeting the development and supply 
of innovative battery cell products, this 
continued government support, which goes 
alongside � nancial support packages such 
as the Faraday Industrial Strategy Challenge 
Fund, will help to create the right investment 
environment for us to grow here in the UK. 

“However, this accelerated transition to 
electri� cation will require an onshore supply 
chain for the electric vehicle’s most crucial 
component, the lithium ion battery, the creation 
and growth of which will also stimulate the 
wider economy and create much needed jobs.”

ByteSnap to launch new 

that can be con� gured to precisely 
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NEWS      SECURE AUTOMOTIVE PLATFORM

Automotive platform 
collaboration
GUARDKNOX, NXP AND GREEN HILLS SOFTWARE LOOK TO DEVELOP AN ADVANCED 
SECURE AUTOMOTIVE PLATFORM. NEIL TYLER REPORTS

GuardKnox, the automotive industry’s � rst 
cyber-tech tier supplier of high-performance 
computing solutions, is partnering with 
NXP Semiconductors and Green Hills 
Software, to develop a secure automotive 
platform targeting next-generation zonal 
E/E architecture, enabling commercial 
deployment for software-de� ned and 
service-oriented vehicles.

The platform will provide a solution 
designed to overcome current 
technological challenges associated with 
integrating the hardware and software 
required for delivering advanced features and functionalities for the next generation of vehicles. 

The uni� ed platform will target new zonal vehicle architectures that consolidate services 
that have traditionally been performed by multiple, dedicated functional domain platforms and 
support enhancements in the future through software over-the-air updates.

Based on NXP’s S32G vehicle network processor, Green Hills’ INTEGRITY safe and secure 
separation kernel and secure hypervisor (Multivisor), and GuardKnox’s Service-Oriented 
Architecture (SOA) the platform is intended for a wide range of new vehicle services such as in-
vehicle app stores, vehicle personalisation, immersive infotainment systems, Advanced Driver 
Assistance Systems (ADAS),

Commenting Idan Nadav, co-founder and CSO of GuardKnox, said, “By combining NXP’s 
cutting-edge processor solutions and proven software and development tools from Green Hills, 
we are con� dent that our joint dynamic platform will empower OEMs with the freedom to evolve 
and usher in the next era of innovative automotive solutions.”

Mipsology Zebra 
exceeds MLPerf 
benchmark

First 112G 5nm SerDes solution for cloud infrastructure
Marvell has unveiled a 112G 5nm SerDes 
solution that has been validated in hardware. 
It doubles the bandwidth of current 
systems based on 56G while enabling the 
deployment of 112G I/Os in a variety of new 
applications.

According to Marvell, the 112G 5nm 
SerDes offers breakthrough performance with 
the ability to operate at 112G PAM4 across 
channels with >40dB insertion loss, providing 
margin that is critical for high reliability 
infrastructure applications. The solution also 
delivers power reduction of more than 25% 
compared to 7nm, enabling systems with 
tight thermal/power constraints and helping 
to drive down total cost of ownership. 

The power reduction of Marvell’s high-
speed SerDes enables scale up of bandwidth 
within acutely constrained 5G applications.

Marvell is looking to offer a complete 
product suite of PHYs, switches, data 
processor units (DPUs), custom server 
processors, controllers, accelerators and 
custom ASICs in 5nm, delivering end-to-end 
interoperable infrastructure solutions. 

“Our new 112G 5nm SerDes solution, 
with its industry-leading power, performance 
and area metrics is a true game changer 
and will help scale data infrastructure to 
meet growing interconnect requirements,” 
said Sandeep Bharathi, senior vice 
president of Central Engineering at Marvell. 
“System performance is typically limited by 
bandwidth and power in most infrastructure 
applications, and our new 112G solution 
in 5nm addresses this by doubling the 
bandwidth, while reducing the overall I/O 
power.”

Mipsology, the machine learning software 
developer, has revealed that its Zebra AI 
inference accelerator has achieved the 
highest levels of effi ciency based on the 
latest MLPerf inference benchmark. 

Zebra on a Xilinx Alveo U250 accelerator 
card was able to achieve more than 2x higher 
peak performance effi ciency when compared 
to all other commercial accelerators.

“We are very proud that our architecture 
proved to be the most effi cient for 
computing neural networks out of all the 
existing solutions tested, and in ML Perf’s 
‘closed’ category which has the highest 
requirements,” said Ludovic Larzul, CEO and 
founder, Mipsology. 

Peak TOPS have been the standard 
for measuring computation performance 
potential, so it has been assumed that more 
TOPS equal higher performance. However, 
according to Mipsology, this fails to take 
into consideration the real effi ciency of the 
architecture, and the fact that at some point 
there are diminishing returns. 

This phenomenon, similar to “dark silicon” 
for power, occurs when the circuitry can 
simply not be used because of existing 
limitations. Zebra has proven to scale along 
with TOPS, maintaining the same high 
effi ciency while peak TOPS are growing. 

With a peak TOPS of 38.3 announced 
by Xilinx, the Zebra-powered Alveo U250 
accelerator card signifi cantly outperformed 
competitors in terms of throughput per TOPS 
and ranks among the best accelerators 
currently available. 

It delivers performance similar to an 
NVIDIA T4, based on the MLPerf v0.7 
inference results, while it has 3.5x less TOPS. 
In other words, Zebra on the same number 
of TOPS as a GPU would be able to deliver 
3.5x more throughput or 6.5x higher than a 
TPU v3. 

Zebra was able to achieve this effi ciency 
while maintaining TensorFlow and Pytorch 
framework programmability.

“Mipsology’s Zebra AI inference 
acceleration on the Xilinx Alveo platform 
gives developers a solid differentiator in 
neural network inference computation,” 
said Ramine Roane, vice president of AI & 
Software at Xilinx. 
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NEWS       M1 CHIP

Apple starts transition to its own chips
THE ANNOUNCEMENT OF THE M1 CHIP BY APPLE COULD HERALD SEISMIC CHANGES IN THE MARKET. NEIL TYLER REPORTS

Earlier this month Apple introduced the M1 chip 
that will power its new generation of Arm-based 
Macs. A 5nm processor, it’s the � rst that Apple 
has designed speci� cally for the Mac and it will 
power the company’s latest MacBook Air, Mac 
mini, and MacBook Pro laptops.

According to Apple, the processor combines 
power ef� ciency with performance. It has 
an eight-core CPU, which Apple says offers 
the world’s best performance per watt of a 
CPU and is able to deliver the same peak 
performance as a typical laptop CPU, but at a 
quarter of the power draw. The chip also has 
an eight-core GPU, which Apple claims offers 
the world’s fastest integrated graphics. 

In addition, the M1 processor has a 16-
core Neural Engine, a universal memory 
architecture, an “Apple-designed Thunderbolt 
controller with support for USB 4,” an image 
signal processor, media encode and decode 
engines, and a host of security features such 
as hardware-veri� ed secure boot, encryption, 
and runtime protections.

Apple said that it expects to transition all 
of its Macs to its own processors over the 
next two years in a move that will see it move 
away from using Intel’s processors, which have 
powered its Macs for over a decade. 

In truth, once users are able to get their 

hands on these new Apple computers it will 
be possible to con� rm the claims of improved 
battery life and performance and whether 
Apple has indeed delivered on the hype that 
surrounded the launch.

The move by Apple, to develop its own in-
house processor chips, is seen by some as 
possibly triggering a new race to control the 
market for desktop and laptop chips.

In a market that’s been dominated by the 
likes of Intel and AMD over many years these 
Apple-designed chips, which are based on 
computing architecture technology from Arm, 
are entering a market in which Qualcomm is 
already working with Microsoft to adapt the 
Windows operating system to Qualcomm’s 
Arm-based processors.

Qualcomm and Microsoft have been 
working with a number of PC makers selling 

laptops using the new chips, and Microsoft’s 
own Surface Pro X, which was released last 
year, uses a Qualcomm processor.

While that work has been very much ‘under 
the wire’, the announcement by Apple is 
expected to grab the attention of consumers 
and could signal a signi� cant emerging 
technology shift as Apple develops more 
chips.

“Apple diving headstrong into Arm will 
speed this up,” said Patrick Moorhead, 
founder of Moor Insights & Strategy.

Arm-based PCs bene� t from the company’s 
experience in developing chips for the 
smartphone market, a market in which 
power consumption is critical, and in which 
devices are able to turn on quickly and remain 
connected to data networks.

The big drawback in any shift towards 
devices using chips other than those 
developed by Intel is when it comes to 
software, most of which has been written for 
Intel machines. Until it is rewritten, new chips 
may have to rely on ‘emulation’ that could 
slow down apps.

For many industry watchers the future 
success of these Arm-based computers will 
be determined by whether developers are able 
to rewrite software.

ST unveils Amazon-qualifi ed ref. design
STMicroelectronics has released an 
Amazon-qualifi ed reference design for smart 
connected devices leveraging Alexa Voice 
Service (AVS) Integration for AWS IoT Core, 
which can be used to create Alexa Built-in 
products using simple microcontrollers 
(MCUs).

AVS Integration for AWS IoT Core can 
transform the way users interact with 
smart “things,” bringing cloud-based Alexa 
experiences to a host of consumer devices 
with no need for signifi cant investment in 
electronic hardware, and could hasten the 
end for traditional buttons and dials. 

ST’s Amazon-qualifi ed solution jump-
starts the design of Alexa-enabled appliance 
controllers, and the energy-effi cient STM32 
is suitable for low-cost, simple connected 
devices that require state-of-the-art features 
such as far-fi eld audio capture and natural-

language understanding.
ST’s reference design contains a compact 

36mm x 65mm main board that combines a 
high-performance STM32H743 MCU and Wi-Fi 
module.

Unlike other devices commonly used for 
Alexa products, the STM32 integrates all 
the necessary system features, including 
powerful audio front-end processing, local 
wake-word detection, communication 
interfaces, and memory, including RAM and 
Flash, in a single chip. 

This integration enables the board to have 
smaller dimensions and a simpler layout.

Leveraging the features of the high-
performance STM32, users can customise 
and scale their designs by adding 
enhancements and a graphical display can be 
combined with the voice-command capability.

Simplifying prototyping and development 

further, the reference design hardware 
includes an audio daughter board as a 
separate module. This contains an ST 
FDA903D audio codec, user LEDs and 
buttons, and two MP23DB01HP MEMS 
microphones spaced at 36mm for size-
constrained products such as power switched 
plugs. 

The hardware’s modularity lets users 
implement a custom daughter board if 
application-specifi c mic spacing, acoustics, 
and user-interface defi nitions are needed.

further, the reference design hardware 
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Creating a chain of trust

The IoT is an array of connected devices 
that use and share information to improve 
daily life. Cars are transforming from driver-
assisted to fully automated, smart factories 
are staying connected to improve output and 
businesses are using data processed at the 
edge or in the cloud to generate commercial 
insights and to make gains in productivity. 

Despite the many benefits to be gained 
from IoT technology, however, concerns 
over security continue to act as a brake on 
the rate of adoption. Security establishes 
trust, and trust brings business value 
through digital transformation. 

The proliferation of IoT devices can 
only come about from the integration of 
hardware and software components from 
multiple vendors, backed by the application 
of airtight security protocols. It’s a chain 
and, as the saying goes, “A chain is only as 
strong as its weakest link.” A system with 
highly secure hardware that is connected to 
a vulnerable network is not secure. 

In a truly secure embedded system, 
security is built into each layer – hardware, 
software, and the network – to create a chain-
of-trust. This means that embedded security 
is an ecosystem play, with various partners 
bringing together different value propositions 
to create an end-to-end connected and 
secure embedded system. Simplicity and 
scalability are the watchwords of many 
successful IoT design projects.

A highly effective way to implement 
simple, scalable and very strong security 
into embedded systems is through the use 
of secure external memory for storing the 
system’s boot code and application data. 

A trusted element
NOR Flash devices are an integral part of 
connected IoT systems: they are used to 
store boot code and sensitive data - and 
this makes them a target for hackers to steal 
secrets or to modify the system’s behaviour. 

Conventional NOR Flash memory devices 

have no means to repel such attacks. Even 
if an embedded system is based on a 
specialized microcontroller or applications 
processor that has strong security 
credentials and performs security functions 
such as cryptography, the protection which 
it affords to processes hosted internally 
does not extend to sensitive code or data 
hosted on an external Flash device. 

This vulnerability has given rise to 
increased interest in a new generation of 
secure Flash devices which are intended 
to provide protection in smart, connected 
systems. Common security threats that 
embedded developers need to guard 
against are shown in Table 1. 

So while it is true that security concerns 
over the risk to external Flash devices 
continue to slow the pace of adoption of 
the IoT, these concerns can in fact be 
alleviated today through the replacement of 
a conventional NOR Flash memory with a 
secure Flash alternative that implements the 
counter-measures described in Table 1. 

An example of this new generation of 
secure Flash device is Infineon’s Semper 
Secure, a trusted external NOR Flash 
memory which provides robust security to 
connected systems by offering a hardware 
root-of-trust with immutable and unclonable 
device identity. 

Semper Secure provides end-to-end 
protection with secure storage for code, 
data, and keys. Transactions to and from 
the host processor are authenticated and 
encrypted. Its flexible, embedded Arm 
Cortex M0-based architecture supports 
advanced cryptographic functions and 
complies with the evolving requirements of 
security standards. 

Enabling a secured ecosystem
Semper Secure is suitable for many 
embedded applications in the automotive, 
industrial IoT, and communications 
segments. For example, in vehicles it may 

be paired with security-hardened, safety-
compliant and highly reliable automotive 
systems. This is because in Semper Secure 
Flash memory, strong security functions 
such as asymmetric cryptography and 
hardware root-of-trust are combined with 
ISO 26262-compliant automotive functional 
safety. This makes it suitable for automotive 
use cases, including:

• Fast Secure Boot  
Growing software content along with 
stricter authentication and validation 
mechanisms can potentially slow 
down the boot process of automotive 
systems. Fast Secure Boot begins with 
the secure boot of Semper Secure Flash 
from internal ROM, followed by a mutual 
authentication process that gets the CAN 
bus up and running within 100ms. 

• Secure Storage 
Secure Flash devices can be used to 
store encrypted sensitive system data 
such as security keys, certi¬ficates, 
passwords, configuration data, and 
biometric sensor data. It can also 
support authenticated and encrypted 
transactions.

• Secure OTA Update 
Most cars contain more than 100 
Electronic Control Units (ECUs) running 
more than 100 million lines of code. 
Secure Flash enables end-to-end security 
protection by allowing only authorized 
over-the-air (OTA) updates that can be 
managed directly from a remote server 
or cloud. Semper Secure also enables 
remote device health monitoring of 
critical assets, and provides a recovery 
mechanism to restore system integrity. 

The protection gained when embedding a 
secure Flash in a connected device does 
not apply only to the storage of code and 
data. For embedded system manufacturers 
which use Semper Secure, Infineon 

Despite the many benefits to be gained from IoT technology, concerns over security continue to act as a brake on the 

rate of adoption. How can you ensure that embedded systems are truly secure?
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Technologies adds, in co-ordination with 
ecosystem partners, an additional level 
of trust. These partners include chipset 
vendors, cloud and security platform 
providers, software security stack providers, 
and standards bodies.

These features provide an important 
source of protection for manufacturers of 
automotive, industrial and IoT systems. But 
the protection afforded by Semper Secure 
also helps secure the systems and services 
of cloud and security platform providers. 

Semper Secure NOR Flash, in 
combination with a host MCU, processor or 
system-on-chip (SoC), features a Unique 
Device Secret (UDS) capability, and can 
act as a hardware root-of-trust. It can 
enable secure access to Flash memory 
from the cloud and can also aid zero-touch 
provisioning of customers’ edge devices 
with major cloud providers and cloud 
security platforms. This empowers cloud 
and security platform partners to easily 
connect customers to their cloud service. 

Cloud and security platform providers can 
easily use the Semper Solution Development 
Kit (S-SDK) to accelerate their software 
development and system integration, and to 
ensure reliable management of edge devices 
from the cloud.

Partnership with chipset vendors
The implementation of Semper Secure NOR 
Flash devices in embedded systems is 
facilitated by Infi neon’s partnerships with 
chipset vendors.

At process nodes smaller than 22nm, 
vendors of MCUs and SoCs are faced 
with the problem that embedded (on-chip) 
Flash, used for on-chip security operations, 
is not compatible with the chip fabrication 
process. This means that designers of 
advanced chipsets are fi nding it increasingly 
diffi cult to provide a secure processing 
environment which can withstand ever-
increasing attacks on electronic systems. In 
addition, they’re also expected to manage 
the security/performance trade-off. 

By extending the secure processing 
environment to external Flash, Semper 
Secure strengthens the chain of security, 
and enables chipset vendors to balance the 
security/performance trade-off by offl oading 
security-related operations from the main 

processor. As a result, chipset vendors are 
able to support critical functions such as 
secure boot, secure storage, and secure 
fi rmware OTA update use cases enabled by 
Semper Secure NOR Flash on their reference 
platforms, helping customers with the 
integration and validation of their systems. 

Secure external Flash devices also 
benefi t security software stack providers by 
providing advanced encryption capabilities 
for use by a host MCU, processor or SoC 
which has no cryptographic functionality. 
The Semper Secure S-SDK provides the 
Hardware Abstraction Layer (HAL) for 
interfacing with the security stack on a host. 
Semper Secure may also be used as an 
evaluation platform for customers to test and 
integrate the stack on their host system.

Standards-compliant security built in 
In an environment with increasing demand 
for standards-compliant and certifi ed 
systems, it is crucial for designers to 
build systems from the ground up using 
pre-certifi ed, standards-compliant 
components. This accelerates fi nal product 
certifi cation and time-to-market. 

Standards compliance 
is comprehensively 
addressed 

in Semper Secure Flash, including for NIST 
FIPS 140-2 (In progress), the TCG-DICE 
framework, Arm-PSA (Level 1-certifi ed, with 
Level 2 in progress), and as well as ISO 
26262 for functional safety. 

Providing standards compliance and a 
rich set of security functions, Semper Secure 
Flash enables designers to implement 
inherently secure, reliable, and robust 
embedded systems, capable of managing 
security threats and preventing attacks, 
without compromising performance.

For more information about Semper Secure, 
visit: www.cypress.com/sempersecure
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Product Management and Marketing 
Aravind Majunath Strategic Marketing, 
Cypress Semiconductor

SECURITY THREAT DESCRIPTION COUNTER-MEASURE 

Impersonation An attacker poses as a known or trusted  Transactions between the host and external
 person to carry out a secured transaction. Flash are protected by a Message   
  Authentication Code (MAC).

Cloning An attacker creates an exact copy of  Device carries a Unique Device Secret (UDS)
 another application program or object that cannot be read by anyone. 

Replay attacks An attacker detects a data transmission,  Each transaction between the host and external
 and fraudulently has it delayed or repeated Flash uses a new monotonic command 
  counter value.

Stealing security keys Possibility of theft of storage assets and  An asymmetric scheme, in which only public 
 keys during provisioning operations in  keys are exchanged, ensures key
 an unsecured facility confi dentiality.

Intrusion Tampering with contents of Flash device.  Only authorized host can modify the memory
 An attacker may modify system fi les  contents.
 inside Flash to disrupt the system 

Snooping attacks Theft of information as it is transmitted  Data transmissions between the host and
 over a network by a connected device external Flash are encrypted.

Side-channel attacks Reverse-engineer a device’s cryptography  When an anomaly is detected, the device
 system by collecting information on  performs an internal hardware reset.  
 cryptographic computations 

Common threats posed to external Flash memory devices, and counter-measures which negate the threat
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Set up to support businesses coping with the  
Covid-19 pandemic, Neil Tyler looks at the impact  
of NPL’s ‘Measurement 4 Recovery’ scheme

T he National Physical Laboratory 
(NPL), located in Teddington 
in south west London,  is the 

UK’s National Metrology Institute and 
provides the measurement capability 
helping to underpin both research and 
the wider needs of the UK’s economy.

Whether supporting research into 
the development of new antibiotics, 
securing quantum communications 
or rolling out 5G, every technological 
advance relies on the availability of 
reliable measurement. 

Established over 100 years ago 
NPL brings together years of scientific, 
engineering and technological 
expertise to ensure that industries 
and businesses have access to 
the very latest in measurement 
technology. 

Employing over 600 scientists 
it has regional bases across the 
UK, including at the University of 
Surrey, the University of Strathclyde, 
the University of Cambridge and 
the University of Huddersfield’s 3M 
Buckley Innovation Centre.

Earlier this year, in response to 
the Covid-19 pandemic, NPL together 
with partner National Measurement 
Laboratories, NML, Design Unit Gear 
Technology, NIBSC and TUV SUD 
announced Measurement 4 Recovery 
(M4R), a scheme intended to help 
businesses navigate the pandemic 
which had by the spring, put millions 
of UK jobs at risk and had seen 
output and production tumble at 
historic rates.

 MEASUREMENT IS 
CRITICAL

“When the pandemic hit NPL, like 
many other organisations, took a hard 
look at the services it was able to 
maintain in terms of measurement,” 
explained Dr Penny Owen, Commercial 
Director, NPL and who has 
responsibility for the M4R programme. 
“We spent a good deal of time talking 
to companies to find out what their 
challenges were and how they were 
looking to not only survive but return 
to normal operational activity. 

“How were they going to keep 
their businesses operational, while 
maintaining social distancing and 
keeping equipment clean and, in many 
cases, collecting data more remotely?

“We identified a number of 
different ways in which NPL could 
help – whether that was supporting 
innovation or helping to maintain and 
improve their operations.

“We knew we would be able to 
provide insight and analysis to help 
ideas and plans take shape, and the 
programme was crafted in response 
to that feedback,” according to Dr 
Owen.

The scheme was pulled together 
in the spring and rolled out in August. 
The intention, according to Dr 
Owen, was to help upwards of 400 
businesses by the end of 2020 to 
gain access to NPL’s measurement 
experts and its facilities to help 
maintain and improve manufacturing 
processes, support the verification 
of products to avoid unnecessary 
revisions, as well as speed up 

the integration of smart factory 
technologies for more efficient 
production.

“Measurement accuracy can have 
profound impact on the robustness 
of supply chains and even improve 
the underlying engineering,” said Dr 
Owen.

According to Niall Haughian, CEO 
and Co-Founder of Lambda Energy, 
and one of the companies to take part 
in the programme, “when it comes to 
securing investment and stakeholder 
engagement, it is critically important 
to have results that are accurate, 
without that you will create doubt and 
slow down the adoption of a solution.”

Cutting edge expertise
“The M4R programme was set up 
to provide access to R&D, expertise 
and facilities in order to help solve 
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analysis or measurement problems 
that can’t be resolved using standard 
technologies and techniques,” said 
Dr Owen.

“It was agreed that we needed a 
rapid intervention in order to support 
UK businesses and to make the 
necessary resources available to 
companies in a series of, what I’d 
describe as, bespoke problem solving 
interventions.

“Our relationship with Innovate 
UK was a real help and we used 
the Analysis for Innovators (A4I) 
programme as a model for the 
scheme - to date A4I has funded more 
than 100 projects.” 

NPL and the M4R programme 
look to reduce errors and address 
the sources of variability that can 
occur in any measurements that are 
required when it comes to developing 

prototypes. It is work that for many 
businesses is invaluable when it 
comes to accelerating development 
and in reassuring investors and 
partners.

According to Dr Owen, “The idea is 
that we work closely with companies 
on a specific problem. Using a multi-
disciplinary team we are able make 
a significant difference in terms of 
innovation and problem solving. Our 
aim is to encourage and support 
innovation in such a way that it’s still 
possible for businesses to attract 
investors as well as ensuring an idea 
can be commercialised – despite the 
difficult economic environment.”

Speaking at the launch of the 
programme Dr Pete Thompson 
FREng, CEO of National Physical 
Laboratory (NPL), said, “Our 
scientists and engineers, through 

this programme, are helping UK 
businesses to understand new 
regulations, processes and working 
arrangements as well as advising on 
the development of new products. 

“As a multi-disciplinary laboratory, 
we offer independent and respected 
advice that will give confidence to the 
companies we work with. It is this, 
combined with our partnership with 
the UK’s other National Measurement 
Laboratories that means we are 
able to support innovation, boost 
productivity and increase resilience 
and competitiveness.”

According to Dr Owen, NPL was 
able to secure significant government 
funding for the scheme and critically 
it’s not grant funded.

“M4R works by encouraging 
organisations to come to us with 
a specific problem. That request 
is assessed by a small team of 
scientists at NPL, who meet every 
day to consider proposals. If we 
decide that the help we can offer is 
of use and will benefit the applicant 
we then identify a suitable science 
team within NPL and pass it to them. 
They will then contact the applicant, 
for a deeper discussion, and on the 
basis of that we then pull together a 
detailed proposal as to how we plan 
to help the organisation and solve 
their particular problem. Once we 
have reached agreement we can start 
work.”

To date the reaction to M4R has 
been extremely positive, according to 
Dr Owen.

“It went live in August and within 
a month we’d had 100 enquiries. 
So far we’ve had in excess of 200 
applications and are well on course to 
meet the estimated 400 applications 
we were planning for before the end 
of the year. If we can hit that target 
it’ll be a great result for UK plc,” said 
Dr Owen. 

“There is certainly demand for 
what we are able to offer. Most of 
the projects tend to be smaller scale 
– short and sharp! It’s about a quick 
intervention with immediate solutions.

M4R is intended to 
boost the productivity 
and competitiveness 
of UK industry 
providing access to 
advanced facilities 
and technology.
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“Most projects are around ten days 
in length, spread over a three month 
period. Our aim is to get businesses 
through the pandemic and to be 
well positioned once the crisis has 
passed. We’re dealing with problems 
in the here and now.”

Innovation and…
The programme is intended to not 
only boost the productivity and 
competitiveness of UK industry, 
but to also unleash innovation by 
offering access to advanced facilities, 
techniques and technologies. 

“It’s about matching problems 
to some of the best scientists and 
facilities available anywhere in the 
world,” said Dr Owen.

Among the companies that have 
engaged with M4R are Stemnovate, a 
Cambridge based company that has 
developed a COVID-19 rapid testing 
technology that is accurate and faster 
than commercial alternatives; First 
Graphene, a supplier of high-spec 
graphene products; Adaptix a medical 
imaging company; OxSonics which 
is developing a more effective form 
of cancer treatment and Xstrahl, 
an organisation which designs 
and delivers clinical and research 
solutions that are intended to advance 
radiation oncology.

OxSonics’ SonoTran Platform 
comprises injectable SonoTran 
Particles and uses a portable 
ultrasound SonoTran System that can 
increase the dose and distribution 
of anti-cancer agents within solid 
tumours, potentially increasing the 
efficacy of these agents when used to 
treat solid tumour cancers. 

OxSonics applied to the M4R 
programme to access NPL’s 
expertise, to measure the number of 
SonoTran Particles per unit mass of 
product. The work that NPL conducted 
was able to confirm the consistency 
of the number of SonoTran Particles 
across different batches and the 
data delivered by NPL informed 
OxSonics’ on the number of SonoTran 
Particles it needed to aim for in 

future enhancements on its particle 
formulations.

According to Colin Story, CEO 
of OxSonics, “Through the M4R 
programme we were able to enhance 
the characterisation of our proprietary 
injectable SonoTran Particles.”

Another user of the scheme, 
Xstrahl, designs and delivers 
solutions that look to advance 
radiation oncology, and it approached 
NPL to advise it on the interpretation 
of the standard protocols and on 
metrological issues, prior to third party 
testing of the technology. 

Working through the M4R 
programme, Xstrahl was able to 
generate the product data that 
enabled independent assessment 
of the technology to validate against 
performance requirements.

According to Xstrahl’s Chief 
Science Officer, Amanda Tulk, “The 
ability to engage with NPL to help 
meet regulatory requirements and 
get the support for our EN60601-2-8 
testing has been priceless.”

According to Tulk, M4R 
enabled the business to meet the 
requirements for medical device 
directive testing and assessment, 
which had been complicated by the 
COVID-19 restrictions. 

“For a UK medical device 
manufacturer operating in the 
current business environment, the 
support that was provided in terms of 
expertise, access to knowledge have 
combined to bring significant benefit 
to our company,” she said.

With Adaptix, NPL’s medical 
imaging experts were able to support 
the company in optimising its 
technology, but also in helping to 
kick-start their operations despite the 
shutdown caused by the pandemic.

Commenting Mark Evans, CEO, 
Adaptix said, “NPL offered capability 
beyond that which an SME, and in 
many cases even a university, will 
have in-house. Measurement is 
critical to hardware-based technology 
development - in the case of Adaptix 
we needed it to characterise silicon 
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Field Emitters of the order of microns 
in dimension. NPL’s advanced 
equipment allowed it to characterise 
to sub-micron level the structure 
and also the sub-surface chemical 
composition.”

Understanding these parameters 
was crucial in refining production 
processes and the reliability and 
longevity of the overall product, said 
Evans. 

“We are working on next-generation 
medical imaging and while the UK 
was the country that invented the MRI 
scanner and the CT scanner, we have 
not benefited from commercialising 
these products to the extent that other 
companies have. 

“The next step in our journey will 
be to maximise the UK jobs that result 
from UK innovation, and NPL has 
supported us in taking the technology 
towards being a commercial product.”

Evans makes an important point 
about the programme and the type 
of work that NPL and the UK’s other 
National Measurement Laboratories 
carry out.

“NPL is a critical asset for UK plc. 
Because, while many UK businesses 
can’t always access the necessary 
venture capital they need, they do 
have access to this amazing national 
scientific power house that, through 
leveraging its capabilities, can support 
and enable innovative products to be 
brought to market.” 

Looking to the future Dr Owen 
believes that the scheme has illustrated 
just how important measurement and 
confidence in measurement is to the 
innovation process.

“While the scheme is due to end 
in December, I would hope that we 
can continue to work with government 
and partner laboratories and Innovate 
UK on further schemes like this going 
forward. 

“I think we have been able to show 
how this type of intervention can make 
a real difference in terms of improving 
manufacturing processes and 
delivering a strong positive in terms of 
innovation.”

“UK business has 
access to NPL, an 
amazing national 
scientific power 
house, which 
by leveraging 
its capabilities 
can support and 
enable innovative 
products to 
be brought to 
market.”
Mark Evans

“We identified 
a number of 
different ways 
in which NPL 
could help – 
whether that 
was supporting 
innovation 
or helping 
to maintain 
and improve 
operations.”
Dr Penny Owen
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How to use a clamp 
meter to measure 
inrush current?

Inrush current in switched-mode 
power supplies
The effect of inrush current occurs also in 
switched-mode converter-based power 
supplies. Such devices have the elements 
of crucial importance placed at the input, 
namely rectifi ers and capacitor-based 
fi lters. When the power supply is switched 
on, discharged capacitors at the input have 
small impedance that causes short overload 
– the rush of fl owing current. Charging time 
of capacitors is short, but the current that 
fl ows at the time may reach even several 
dozen amperes at peak. 

Additional NTC thermistor is often 
included into the power supply line. It can 
diminish the inrush current due to its initial 
resistance. While the power supply in on, 
the thermistor heats up and its resistance 
decreases, limiting 
the loss of power.

Unfortunately, many manufacturers 
deem NTC thermistors unnecessary and do 
not include them in their devices in order 
to cut the cost. When you need to choose 
a power supply, it is advisable to fi nd out 
whether your selected model has a built-in 
thermistor.

Clamp meter – how does it work 
and how to use a clamp meter?

• UNI-T UT216C clamp meter
• Axiomet AX-215TIC clamp meter
• FLUKE 376 FC clamp meter
• EXTECH EX655 clamp meter

A clamp meter is a device with a metal 
ring, which can be clamped around two 
coils. The fi rst one (the primary circuit) is 

the wire in which the current fl ows. 
The second one (the secondary 
circuit) is inside the meter. The 
secondary circuit consists of a 

much higher number of coil turns, 
so the fl owing current is lowered 
and can be easily and safely 
measured. Modern clamp meters 

can be also used for DC measurements. 
It is possible due to the Hall effect, which 
allows the measurement of the magnetic 
fi eld intensity.

Many clamp meters can be used not 

only for current measurements, but also as 
traditional multimeters. Thanks to additional 
test lead sockets, we can e.g. test the circuit 
continuity or perform a diode test.

The measurement of current with a 
clamp meter is very simple. The meter 
probe must be clamped around the wire of 
the tested circuit and the knob must be set 
appropriately, depending on the current 
type: AC or DC. In the case of distorted 
waveform current, it is advisable to fi nd out 
whether the meter has a function of the true 
effective value (True RMS) measurement. 
This functionality gives much more reliable 
results when the waveforms are distorted.

Advantages of measurements 
taken with clamp ammeters
The main advantage of using the clamp 
ammeter is the non-invasiveness of the 
procedure. The measurement may be 
performed even on the operating machine, 
and no interference in the supply circuit is 
required. It is a very convenient feature, 
especially in the case of production lines, 
which should not be interrupted without a 
good reason.

Moreover, safety is another important 
aspect. Due to the non-invasiveness of the 
measurement, the operator is not directly 
exposed to the impact of the electric 
current.

Inrush current effect is common in electric motors. Sometimes, in case of ill-

designed electrical wiring systems, switching on the motor may activate the fuse. 

It is caused by the inrush current – when the motor starts, it takes the current 

much higher than the regular operating current or than the motor which is in a 

stable working mode. The effect is rather short-lasting. For example, for a 3-phase 

motor it lasts 75 to 150ms, but the current increases by 500% to 1200%, which 

may cause serious problems and malfunctions. Besides, the measurement of the 

inrush current is required in the maintenance of electric motors.
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UNI-T UT216C CLAMP METER

UT216C is one of the devices from UNI-T. It is a classic 
clamp meter which enables the measurement of AC/DC 
voltage, AC/DC current, resistance, capacitance, frequency, 
temperature and inrush current.

Moreover, UT216C has several additional functions that 
make it even more user-friendly. These are:
• Automatic change of the measuring range 

(autoranging),
• Function of diode test and continuity test,
• Mode of relative measurement (relative mode),
• Backlit LCD display,
• True effective value (true RMS) 

measurement function,
• Data Hold function 

– keeping the last 
measurement result,

• Automatic power-off after 
15 minutes,

• Low Battery Display 
(≤3,6V),

• Non-Contact Voltage 
(NCV) – the function 
of contactless voltage 
detection,

• Built-in torch.

The device is powered with three 
1.5V LR03 (AAA) batteries. All 
measurements are compliant with 
EN61010 1000V CAT II, EN61010 
600V CAT III.
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AXIOMET AX-215TIC CLAMP METER

The device that represents the AXIOMET brand is 
AX-215TIC clamp meter. This low-cost meter is a 
perfect tool for DIY hobbyists. It has basic functions 
which enable measurement of AC/DC voltage, AC/
DC current, resistance, capacitance, frequency, 
temperature and inrush current.

Moreover, the meter has several additional functions. 
These are:
• Automatic change of the measuring range 

(autoranging),
• Function of diode test and 

continuity test,
• Automatic power-off,
• HOLD function (hold 

of displayed results),
• True effective 

value (true RMS) 
measurement 
function,

• Low battery 
indicator,

• Overfl ow 
indicator

• Built-in torch.

AX-215TIC, just like 
UNI-T, is powered with 
three batteries 1.5V LR03 
(AAA).

FLUKE 376 FC CLAMP METER

FLUKE 376 FC can be a perfect choice for car service 
workshops or other places with diffi cult environmental 
conditions. The device is extraordinarily durable, 
which is the trademark of all FLUKE products. FLUKE 
376 FC enables the measurement of AC/DC voltage, 
AC/DC current, resistance, capacitance, frequency, 
temperature and inrush current.

The device also has several more functions:
• Automatic change of the measuring range 

(autoranging),
• Function of diode test and continuity test,
• Precise true effective value (true RMS) 

measurement function,
• MIN/MAX/MEDIUM function,

• Compatibility with Fluke Connect application 
(wireless transfer of measurement data via 
Bluetooth)

• HOLD function (hold of displayed results),
• Low battery indicator,
• Low-pass fi lter for measuring drive parameters.

The meter is powered with three 1.5V LR6 (AA) batteries. All 
measurements are compliant with EN61010 1000V CAT II 
and EN61010 600V CAT III. It should be noted that the meter 
is equipped with a fl exible current probe, which make the 
measurements easier to perform.

EXTECH EX655 CLAMP METER

The EX655 clamp meter by EXTECH can be a perfect alternative 
to the FLUKE device. It has similar features, but is more 
affordable. The meter enables the measurement of AC/DC 
voltage, AC/DC current, resistance, capacitance, frequency, 
temperature and inrush current.
Moreover, EX655 has several additional functions:
• Automatic change of the measuring range (autoranging),
• The function of diode test and continuity test,
• Automatic power-off,
• True effective value (true RMS) measurement function,

•   Backlit LCD display with bargraph,
• Non-Contact Voltage (NCV) - the 

function of contactless voltage 
detection,
• HOLD function (hold of 

displayed results),
• Low battery indicator,

The meter is powered with three 
1.5V LR03 (AAA) batteries and 
the measurements conform to the 
standards EN61010 1000V CAT II 
and EN61010 600V CAT III.
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5G is still in the early stages of its 
rollout but the attention in R&D 
is now on the next generation 

to come, even if its launch may be 
some way off. At the VLSI Symposia 
2020 in June, Takehiro Nakamura, 
senior VP and general manager of 5G 
Laboratories at NTT Docomo, said he 
expects 6G to arrive a decade from 
now. But geopolitics driven by the US 
even with a change in administration 
may play a role in speeding up the 
development of follow-ons to 5G.

In an online seminar earlier 
this autumn organised by Stanford 
University’s Institute for Human-
Centered Artificial Intelligence (HAI) 
group, Mike Brown, director of the US 
Defense Innovation Unit, pointed to 
the way in which Chinese suppliers 
had overtaken telecom suppliers 
based in the west: “On 5G, we 
were asleep at the switch: we’ve let 
telecoms leadership leave the US.” 

Brown said that country had 
two choices. One was to embrace 
technologies that would make it easier 
to swap hardware in and out of the 
networks, an approach that the Open-
RAN set of standards were created to 
allow. The other is “to leapfrog and 
go to 6G”. In October, the Alliance for 
Telecommunications Industry Solutions 
(ATIS) formed the North America-
focused Next G Alliance that will run in 
parallel with efforts in Europe and Asia.

Figure 1:   
Non-orthogonal 
transmission using 
sampling rate faster 
than requency 
bandwidth 
(eg: VM-MIMO)

TIME HOLDS  
THE KEY TO 6G

New ways to think about  
analogue conversion are likely  
to underpin future standards, according to Chris Edwards

incorporated machine learning into 
their offerings. Ceva, for example, 
applied the technique in its PentaG 
IP cores for 5G a couple of years 
ago: to handle tasks such as link 
adaptation on the basis that the 
many parameters, that affect signal 
quality, have become too difficult to 
model well conventionally. Training 
handsets and base stations to find 
good settings for different conditions 
made more sense in Ceva’s view. For 
technologists such as Nakamura, AI 
would help make higher-level decisions 
in the future, such as switching 
between different radio interfaces to 
maximise throughput. The expectation 
is that rather than being divided into 
discrete cells, the future topologies 
will use extensive overlapping with 
beamforming driven by MIMO antenna 
arrays used to direct the signals.

Although AI can help improve 
performance, radio designers 
are looking at increasingly exotic 
mechanisms to try to push wireless 
datarates towards the 1Tbit/s target 
researchers such as Professor 
Gerhard Fettweis of the Technical 
University of Dresden see as feasible 
by the mid-2030s. Similar to 5G, 
one path is to push even higher in 
transmission frequency.

The use of millimetre-wave 
transmission lags the core 5G 
standard. But Professor Ted 
Rappaport of the NYU Tandon School 
of Engineering who did extensive work 
on that frequency range for 5G has 
moved onto the terahertz range. It is a 
range presents far tougher challenges 
not least because conventional 

Even before this fragmentation, the 
6G process was likely to follow the 
one set in the 4G deliberations. “With 
4G there was no single representative 
technology: it was a combination of 
technologies, which was the case for 
5G also. We think 6G will be defined 
similarly: a combination of technologies 
for big performance gains,” Nakamura 
says.

Many of the design targets for 
6G look similar to those that drove 
the 5G effort: even higher data rates 
but at lower latency and with lower 
energy consumption per bit. Though 
applications such as augmented 
and virtual reality remain niches, 
technologists such as Nakamura look 
to those areas as being drivers for the 
additional performance. 

Change is already happening
Some of the changes that will be 
needed for 6G are already happening. 
Nakamura says machine learning is 
likely to become ubiquitous in cellular. 
“We think AI can be used to improve 
system performance: AI and machine 
learning should be integrated into 
everything.”

Some companies have already 
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electronics fare badly in that range 
and water absorption limits the range 
of transmission. It is roughly an order 
of magnitude worse at 250GHz than 
at the 26GHz assigned by numerous 
countries to millimetre-wave 5G. But 
scientists like Rappaport and Fettweis 
are optimistic.

Fettweis points to processes 
such as FD-SOI as candidates for 
terahertz transceivers. Two years ago, 
a group working at the University of 
Wuppertal demonstrated a detector 
built using GlobalFoundries’ 22nm 
FD-SOI technology that operated at 
more than 800GHz. One big advantage 
of terahertz operation is that, past 
80GHz, the antenna can be integrated 
into the package of a transceiver 
IC, which eases the design of MIMO 
arrays that would be used to steer the 
beam towards a receiver.

Even with FD-SOI, which can 
deliver better power consumption for 
RF designs that conventional silicon 
processes, power consumption 
remains one of the big challenges in 
interface design. Simply scaling up 
today’s analogue-digital converter 
(ADC) circuitry to handle terahertz 
frequencies is not going to work. 
According to Fettweis, taking an ADC 
that consumes 100mW at 1GHz, its 
terahertz equivalent could pull down a 
full watt of power.

Novel approaches
At the autumn public meeting of 
the IEEE International Roadmap for 
Devices and Systems (IRDS) group, 
C Michael Garner, “technology 
consultant and a lead author of the 
outside-system connectivity chapter 
of the IRDS”, said 6G provides an 
opportunity to investigate novel 
approaches to signal conversion. 

One direction being pursued by a 
variety of teams is to take advantage 
of the way in which CMOS processes 
are far better at fast switching than 
detecting subtle changes in voltage, 
a factor that can streamline the 
traditional high-speed but large and 
power-hungry flash ADC. Garner 

highlighted one example of a circuit 
developed by a group at NTT earlier 
this year: “A 6bit converter uses just 
10 dynamic comparators rather than 
the 63 of conventional ADCs,” he 
said.

An evolution of work by Mediatek 
demonstrated at the 2012 VLSI 
Symposium, this and similar time-
domain interpolation take advantage 
of the way in which dynamic 
comparators take longer to settle if 
the voltage they sense is close to the 
reference. Much smaller and simpler 
NOR or NAND switches can detect 
the difference in time and use that 
to interpolate between the coarse 
discrete levels registered by a small 
number of front-end comparators. 

As well as applying four-level 
interpolation, the NTT circuit added 
selective activation to cut power 
consumption to yield a 6GHz circuit 
that consumes just over 15mW.

6G protocols may dispense with 
the need to detect voltage changes 
at all in the incoming analogue signal 
and even overturn the conventional 
wisdom of obeying traditional wisdom 
on bandwidth limitations such as the 
Nyquist frequency. 

Faster-than-Nyquist (FTN) signalling 
was considered for 5G and is now a 
prime candidate for going beyond it. 
Conventional signals keep the symbol 
rate below the Nyquist frequency to 
avoid successive bits from interfering 
with each other. FTN scraps that 
in favour of a higher signalling rate 
coupled with more intensive signal 
processing to try to minimise the 
intersymbol interference.

Fettweis and colleagues have 
proposed what they call a zero-crossing 
time-based modulation (ZXM) scheme 
on the basis that CMOS can handle 
the oversampling requirements of FTN 
signalling. “This is being investigated 
by a number of companies. We’re 
told it won’t necessarily handle all RF 
communications but is promising for 
the future,” Garner claims.

ZXM uses oversampling to measure 
the relative time that a signal is above 
and below the zero line, using that 
information alone to reconstruct and 
demodulate a waveform. Though 
the encoding seems similar to the 
run-length encoding of disk drive 
bitstreams, synchronisation is a much 
bigger problem in communications. 
But the Dresden team believe they 
have techniques that can deal with the 
problem.

Another beneficiary of the speed-
versus-voltage accuracy mismatch 
in CMOS could be MIMO antenna 
design. Nakamura points to the VM-
MIMO technique, another possible 
application of FTN signalling. VM-MIMO 
uses electrical techniques to shift the 
antenna characteristics at high speed. 
In turn, this creates a large number of 
virtual antennas that in turn increase 
the number of spatially multiplexed 
layers to try to improve overall 
reception quality.

More novel circuit techniques will 
probably need to be found to deliver on 
the performance targets of 6G without 
compromising energy targets. But with 
maybe a decade to go, the likelihood 
of more being identified seems a safe 
bet.

“On 5G, we were 
asleep at the 
switch: we’ve 
let telecoms 
leadership leave 
the US.”
Mike Brown

Figure 2:  Concept of 
new network topology
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In the world of test and verification the ability to  

provide customised solutions is becoming more  

important, as Neil Tyler discovers

THE IMPORTANCE OF 
CUSTOMISED SOLUTIONS

of the manufacturing process, we 
have factories here in the UK and 
over in the Czech Republic, we are 
able to make small batches of one 
or two products and can do that 
efficiently,” said Moore.

“As a consequence, over the 
years we have built up 
a portfolio of 1000’s of 
different products across 
various platforms whether 
that’s PXI, LXI, PCI or USB. 

“We tend to work to 
order and stock very little 
but are able to offer expert-level 
support that is able to ensure product 
longevity,” Moore added. 

“As a consequence we have a very 
large catalogue available to us and 
as long as we’re nimble we can throw 
together a product very quickly. We 
will create upwards of 20 different 
versions of a family, each with 
different characteristics. As a result 
we are able to offer customers exactly 
what they need when it comes to test 
and simulation – whether that’s 5, 20 
or 40 channels, for example.

“We continually expand our 
range of switching and simulation 
products because we’ve found that 
our customers, while they care about 
quality, also care about the breadth 
of choice that’s available to them. 
We look to address specific testing 
requirements with customised products 
at the right cost,” according to Moore.

As a result of this approach 
Pickering is able to address the needs 
of smaller markets, markets like high 
voltage or power, where their main 
competitors might not be interested or 
willing to go.

“Our focus is less on the size of 
a market but whether it’s interesting. 
We can break even on a very low 
number as all module and cabling 
manufacturing processes are done 
within our own factories using flexible 
manufacturing lines. That allows us 
to deliver a level of customisation 
that is unique in the industry to meet 
specific customer needs that few other 
companies can match,” Moore said.

“We have thousands of solutions 
available to use and we’re always 
adding new capabilities, new features 
and by continually adding to the 
capabilities of the different platforms 
we gain significant traction with our 
customers - it suits more occasional 
buyers.

“We’re not dependent on volumes 
and can offer a very high level of 
customisation when it comes to 
standard products. When volumes 
drop we don’t kill a product. We add 
features and if a customer orders 
a specific product we can not only 
deliver and then add updates, but can 
do so over many years. Longevity is 
critical to many of our customers.”

H eadquartered in Clacton-on-
Sea, Pickering Interface is a 
manufacturer and supplier 

of modular signal switching and 
simulation solutions that are sold 
into the functional test, hardware-in-
the-loop simulation (HILS) and design 
verifications markets.

Part of the Pickering Group of 
companies, which also includes 
Pickering Electronics, a manufacturer 
of reed relays, it was founded in 1988.

“Pickering Interfaces offer products 
and services that are intended to 
streamline the design, deployment 
and sustainability of high-performance 
electronic test and verification 
systems,” explained Pickering Group’s 
CEO Keith Moore, “and we provide 
a mix of standard and customised 
products.”

Pickering helps engineers to 
accelerate test and simulation system 
design and offers a combination of 
flexible switching, simulation and 
cabling products in the LXI, PXI, and 
PCI platforms. 

“We are a low volume, high mix 
designer and manufacturer of high-
quality modular signal switching and 
simulation devices for use in electronic 
test and verification applications, 
whether that’s our switching and 
simulation products or the full range of 
supporting components, such as cable 
and connector solutions, diagnostic 
test tools and application software 
and software drivers that are created 
in-house.

“Our aim is to simplify and speed 
up the development and deployment 
of automated test systems and 
because we can keep a tight control 

“At the end of 
the day we want 
to provide a test 
system that is 
smaller, faster, 
more accurate 
and more 
repeatable.”
Keith Moore

Above: The range of 
sensor types on a 
typical commercial 
airline
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Those customers come from a 
range of different sectors including: 
aerospace and defence, automotive, 
medical, semiconductors, consumer 
goods and railways.

“Wherever the risk of failure is very 
high and a lot of test and simulation 
is required, those are our markets,” 
said Moore. Another market for the 
company is space.

“A lot of new companies are 
entering the market and although 
there’s not much demand at present, 
in terms of production test, there 
certainly is in simulation, and that’s 
the same for the wider aerospace 
sector in general” according to Moore.

The company has started to put 
a lot more effort into software and 
Pickering has a broad range of high 
density solutions in PXI in terms of 
software support during deployment 
and it has developed sophisticated 
switch routing software that can boost 
signals and simulation tools, for PXI 
modules, so that software can be 
written before “the hardware turns up.”

Pickering offers over 1,700 PXI 
modules, which according to Moore is 
more than all its PXI market segment 
competitors combined. “The PXI range 
includes BRIC high-density switching 
matrices, RF & microwave, and 
optical switching products through to 
standard and precision programmable 
resistor switching networks for sensor 
emulation,” said Moore.

Sensor simulation
The sensor market in terms of 
simulation and test is significant. 
There are a vast number of sensor 
types embedded into all forms 
of transportation and industrial 
automation, for measuring 
temperature, pressure, displacement 

and the like, and then there 
are hundreds of different 

variants that target specific 
requirements and environments.

“As a result there needs to be a 
vast array of different PXI modules 
that have to cover all these different 
sensor options for sensor simulation 
in hardware-in-the-loop systems, and 
we’re looking to replace those using 
Pickering’s own products” said Moore.

“HILs systems has been used 
over many years in applications that 
are complex and safety-critical,” 
he explained. “It is a complicated 
system and each time new software 
is loaded or routinely updated it has 
to be revalidated, which requires the 
simulation of the entire environment.”

Pickering can offer a huge array of 
choice when it comes to PXI sensor 
simulation and, for example, has 
developed a new range of PXI fault 
insertion switching modules which 
are able to supplement HILS systems 
and are able to add faults signals 
and shorts to enhance the 
simulators overall capability.

Expanding PXI simulation
In line with its strategy of 
expanding PXI simulation 
modules Pickering has 
recently unveiled the 
41-765 which has been 
designed to enable slew 
rates to be programmed so 
that different sensors can 
be effectively mimicked.

These 41-765 
analogue output/current 
loop simulator modules 
are aimed at simulating 
industrial control 
transceivers 
that use 

4–20mA current loops and they 
feature multiple output modes, 
4–20mA, 0–24mA, +/-24mA, 0-5V, 
+/-5V, and +/-12mV, which help to 
improve the accuracy of simulation. 

These modules include built-in 
relays for shorts and opens 
functionality enabling fault insertion 
testing on every channel and the 
devices can also work in Full Isolation 
mode to avoid ground loops.

Delivering from 4 up to 16 
channels in one PXI slot, these 
modules are the highest density 
simulators of their type and, as a 
result, are able to free up PXI chassis 
slots for other instrumentation. 

“Kernel and VISA drivers are 
included, and all major programming 
environments, including C/C++, .NET, 
Python, LabVIEW and MATLAB, are 
supported,” said Paul Bovingdon, 
Simulation Product Manager, Pickering 
Interfaces. “Most simulators are 
manual hand-held devices. By 
automating the process, the 41-765 
saves time but also improves accuracy 
in simulation applications such as 
hardware-in-the-loop.” 

Designed to simulate industrial 
current loop transceivers in 
applications such as process 
instrumentation, PID (Proportional–
Integral–Derivative) controllers, 
SCADA (Supervisory Control and 
Data Acquisition) systems, and PLCs 
(Programmable Logic Controllers), the 

modules can self-power using the 
PXI chassis supply or can 
be powered externally in 
full isolation mode.

“Pickering Interfaces 
has a large range of sensor 

simulation systems 
and as you can see 
with the 41-765 we are 
continuing to add to the 
portfolio. It’s big and 
growing,” said Moore. 
“At the end of the day 
we want to provide a 
test system that is 

smaller, faster, more accurate 
and more repeatable.”

“By automating 
the process, the 
41-765 saves time 
but also improves 
accuracy in 
simulation 
applications such 
as Hardware-In-
The Loop.”
Paul Bovingdon

Below: Pickering’s 
41-765 analogue 
output/current loop 

simulator module
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Decarbonisation of vehicles has concentrated on passenger vehicles, 

but what about alternative fuel for larger, diesel powered trucks and 

vans, asks Alex Brinkley

IT’S DO OR DIE 
FOR DIESEL

capture and storage, it is 100% 
carbon-free. Used in combustion 
engines, it reduces the particulates 
and other emissions that effect air 
quality.

Companies like Toyota and 
Hyundai have introduced production 
hydrogen fuel cell vehicles (the Mirai 
and iX35, respectively). These use 
fuel cells in the powertrain, through 
which hydrogen and air (oxygen) pass, 
causing a chemical reaction. The 
resulting high voltage direct current 
(DC) is converted by an inverter to 
a three-phase AC which is supplied 
to the vehicle’s electric motor to 
drive the vehicle. The result is zero 
emissions, except for water vapour 
and heat. 

Large commercial vehicles
Fuel cell use is effective for passenger 
vehicles driven in cities but a UK 
company is pioneering hydrogen dual 
fuel technology in commercial vehicles 
to power large vehicles, vans and 
trucks with modified engines. Earlier 
attempts to reduce the emissions 
of this type of vehicle have faltered 
as they have proven expensive, 
impractical or they compromise 
performance.

ULEMCo (Ultra Low Emission 
Mileage Company) modifies the engine 
of large compression ignition (diesel) 
vehicles to control the mix of hydrogen 
with air to burn in a combustion engine. 
“The engine control unit is responsible 
for emissions,” points out ULEMCo’s 
Managing Director and co-founder, 
Amanda Lyne. “Every kg of hydrogen 
used to displace diesel reduces 
carbon emissions. Displacing 30% of 
energy with hydrogen results in a 30% 
reduction in energy emission because 
there is no carbon in hydrogen,” Lyne 
explains.

“Hydrogen is no more expensive 
that diesel but [utilities and local 
government departments] can run 
fleets of vehicles to meet climate 
change obligations,” she adds. 

The company has developed IP to 
optimise combustion through engine 
modification, replacing a percentage 
of diesel fuel with hydrogen.  Mixing 
hydrogen with diesel in the engine 
displaces 30-70% of the energy derived 
from diesel and save 1kg CO2 for every 
gallon of diesel. 

Hydrogen tanks are designed to 
fit in around the available load space, 
for example, under the chassis and 
the vehicle’s emission controls are 
retained to meet emission standards. 
The company’s initial work was on large 
transit vans but now the process has 
been scaled up for HGVs.

Dual fuel modification
The conversion process includes 
installing storage tanks for on-board 
storage at 350 bar (5000 psi), a 
refuelling pressure nozzle, pipework 

E veryone agrees that the 
traditional internal combustion 
engine which runs on carbon 

fuel is not sustainable and vehicle 
manufacturers have been looking 
for alternatives for decades. While 
electric vehicles are increasing in 
popularity, they still only accounted 
for 1% of the vehicles currently on 
roadways around the world in 2019 
(source: International Energy Agency). 

An alternative to the alternative is 
being investigated. One contender is 
to use hydrogen as a fuel. 

Hydrogen is found in water or 
methane, but has to be separated 
into pure hydrogen for use in vehicles. 
When generated from renewable 
sources, or combined with carbon 

“Hydrogen is no 
more expensive 
that diesel but 
[utilities and local 
government 
departments] 
can run fleets of 
vehicles to meet 
climate change 
obligations.”
Amanda Lyne
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                           FUEL SOURCE

and regulators, an injection system, 
a dual fuel switch and ULEMCO’s 
hydrogen dual fuel (H2ICED) engine 
control unit. Wiring and safety 
components are also integrated, 
together with a data management 
system if required.

The hydrogen tanks do add to the 
payload but this is signi� cantly less 
that would be needed to give the 
equivalent power or range using a 
battery, says the company. Vans have 
a range of around 160 – 180 miles 
(257 – 290 km) in dual fuel mode. 
When the hydrogen in the tank runs 
out, the vehicle switches to diesel 
mode. The system includes an Eco 
mode which limits the overall speed of 
the vehicle.

The company has modi� ed 
over 50 vehicles to date, including 
roadsweepers and water tankers in the 
UK, Canada and Switzerland. It has 
received enquiries from Australia and 
New Zealand and has a target of a total 
of 100 vehicles by the middle of 2021. 

Return on investment
Lyne estimates that the process adds 
around 20% to the cost of a refuse 
truck. The largest part of the cost 
involved in modi� cation is installing 
hydrogen tanks in the vehicle. To 
ensure best use of available space, the 
system is tailored to each vehicle. It 
takes about a week to modify a vehicle 
although some standardised solutions 
are becoming available, says Lyne, 
which reduces this timeframe. 

In return, the vehicle uses less 
diesel, with fuel consumption of around 
75-85mpg (32-36 litres/km) because 
around 70% of its energy is derived 
from hydrogen.

A two year trial investigated the 
practical deployment of hydrogen-
powered vehicles in the UK. The Low 
Emission Freight and Logistics Trial 
(LEFT) covered 11 vehicles - refuse 
lorries, a road sweeper, an ambulance, 
panel vans and a refrigerated van 
- displacing 20-455 of diesel fuel 
typically used by the vehicles.  The 
trial covered over 37,000 miles (nearly 

60,000 km). Results showed that 
around 45 tonnes of CO2 savings 
would be possible each year. The 
drivers and operators reported that 
the vehicles met their daily operational 
needs but that the reliability of the 
hydrogen infrastructure and fuel 
available needed to improve for them 
to get the most of the hydrogen dual 
fuel technology. 

Vehicles which return to a base 
point, or depot, need a local refuelling 
station, rather than a nationwide 
network. It is a chicken-and-the-egg 
situation for the hydrogen supply 
infrastructure, Lyne acknowledges. 
“The challenge is to create a whole 
distribution network to be able to run 
whole � eets of commercial vehicles to 

meet our climate change obligations,” 
she says. It is possible to buy hydrogen 
now at refuelling stations around 
the UK but there is only a handful 
at present. This limits the growth of 
hydrogen as an alternative fuel, Lyne 
believes. “Building an infrastructure 
needs to be supported by government 
policy and by big companies making 
investments,” she advocates. She 
would also like to see more R&D 
and � nancial support in the form of 
grants, as there has been for the EV 
infrastructure.

Summing up, Lyne says: “We use 
diesel because it is the cheapest for 
mobile energy, but diesel is destroying 
the planet and our air quality. Diesel 
cannot happen anymore”.

Hydrogen convoy

Glasgow City Council aims to be Britain’s fi rst zero net carbon city. It has ordered 20 road gritters 
from James A Cuthbertson, half of which will be hydrogen-enabled and half of which will be 
converted to hydrogen dual fuel. 

 “We see this development as part of a wider roll-out of hydrogen-fuelled fl eets across the 
country, and are really pleased that our fi rst such order is with a local authority so close to our 
factory in Biggar,” said Ewan Tolson, Sales Manager at Cuthbertson. 

The company worked with ULEMCo to convert the vehicles. Glasgow City Council has a fl eet of 
2,000 vehicles which will have to be carbon-free by 2030 to achieve zero net status.  

Working with construction equipment manufacturer, JCB, and Bucher Municipal, ULEMCo has 
delivered a third hydrogen road sweeper to Aberdeen City Council this month. Hydrogen fuel 
is used in the vehicle’s primary engine and The Bucher Municipal road sweeper was modifi ed 
to incorporate a 6.6kg hydrogen storage tank. This is four times more capacity than previous 
vehicles. The vehicle’s auxiliary engine, provided by JCB, which powers ancillary equipment, such 
as the sweeper brushes, also uses hydrogen fuel. It is estimated that the sweeper will enable 
displacement rates of up to 40% of diesel fuel.

Earlier this year, Yorkshire Water announced what is believed to be the world’s fi rst water tanker 
to use hydrogen. The 7.5 tonne bowser was converted by ULEMCo from a standard tanker and is 
expected to result in a 33% reduction in carbon emissions.expected to result in a 33% reduction in carbon emissions.
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A global leader in cobot applications Robotiq is all 
about automating manual tasks using easy-to-deploy 
technology, as Neil Tyler discovers

L ocated in Quebec City, Canada, 
the Robotiq company was set up 
with one aim in mind – to free 

human hands from repetitive tasks – 
and to that end it has been focused 
on developing a range of tools and 
software for the collaborative robotics 
(cobots) market.

Robotiq has created an easy-to-
deploy set of technologies – both 
hardware and software – that help 
businesses become more productive.

As Nicolas Lauzier, product 
manager, Robotiq explains, “Our 
mission is to ‘free human hands’. 
There’s so much potential lost 
when people are required to carry 
out repetitive tasks. We tackle this 
by simplifying the deployment of 
collaborative robots by providing a 
range of flexible tools and kits to 
support manufacturers, whether 
they are looking to automate their 
processes or simply want to add 
additional capabilities to existing 
robotic cells.”

According to Lauzier the core 
technology associated with robotics, 
that is the hardware and the software, 
hasn’t changed significantly in recent 
years and concepts like machine 
learning and artificial intelligence (AI) 
have yet to make any significant impact.

“While the mechanical and electrical 
controls remain familiar, what has 
changed is the way in which robots 
are deployed. We are looking at more 
‘human scale’ deployments and are 

FREEING HUMANS 
FROM REPETITIVE 
TASKS

seeing far great flexibility in where and 
how they are used – those types of 
deployments have been made easier 
by the fact that robots are simpler to 
install and programme,” he says.

“Robots are now far more 
accessible. The software running them 
makes them far more flexible and a lot 
easier to programme and understand.”

Robotiq is able to supply a range 
of robot grippers, sensors, vision 
systems, and programming software.

“Today’s robots don’t require 
extensive technical knowledge, which 
means that for many manufacturers 
it is possible to achieve a quick ROI,” 
Lauzier adds. In fact collaborative robot 
cells equipped with the company’s 
Plug + Play components can see a ROI 
within just six months.

“All of our products are designed 
for ease of installation and are 
straightforward when it comes to 
programming. Our technology and 
software can be used to accelerate 
robot projects and optimise the 
performance of a customer’s cobots.”

The roll-out of 5G and the greater 
use and deployment of sensors will 
make it easier to connect different 
devices going forward, and will help 
to deliver on the promises of greater 
connectivity that comes with Industry 
4.0, believes Lauzier.

“Today, robots rarely communicate 
with one another, they tend to work by 
themselves without needing to know 
what is going on elsewhere. The IoT 

and 5G will enable remote monitoring 
and enhanced predictive maintenance 
and that’s when connectivity will start 
to make sense.”

The automation journey
Deployment is the end of the journey 
and taking companies through the 
‘journey of engaging with automation’ 
is a critical part of the overall process, 
according to Lauzier. The company has 
developed a comprehensive range of 
supporting material to help engineers: 
eLearning modules and application 
coaches are available to help in setting 
clear expectations on feasibility and 
cell throughput, while expert cobot 
guidance is available at every stage.

Companies need help in 
understanding what tasks they want 
their cobots to undertake as well 
as in identifying the potential of any 
proposed deployments.

According to Lauzier, “For many, 
automation may be the end goal 
but how they get there is more of 
a challenge. We work closely with 
customers to help identify and 
understand the role of automation 
and the benefits it can bring. There 
needs to be a methodology behind the 
deployment and significant preparation 
– it’s certainly not just about buying a 
technology.

“Our methodology is to start with 
simple project; where do you get the 
best ROI? If you start with something 
simple, you will accrue knowledge, it will 

“We are 
looking at more 
‘human scale’ 
deployments and 
are seeing far 
great flexibility in 
where and how 
robots are used.”
Nicolas Lauzier
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help to build worker buy-in and you’ll be 
able to achieve early successes.”

In terms of engagement Robotiq 
tends to work closely with production 
managers, who want to improve their 
processes, or automation engineers, 
who may be looking at speci� c projects 
or applications

According to Lauzier investment 
in robotics only makes sense when 
a company is dealing with volumes 
but he is starting to see much greater 
diversi� cation as to where deployments 
are taking place. 

“In warehousing, for example, we 
are seeing demand for our palletising 
solutions where more � exibility 
is required and you see slower 
throughput,” he explains. “Likewise with 
PCB assemblies, there’s good potential 
there with the current technology.”

Cobot deployments raise the issue 
of safety and their safe operation so, 
depending on the speci� c installation 
and whether the client wants cobots 
working alongside humans, a detailed 
risk assessment will be necessary.

“Where speed isn’t a prerequisite 
the dangers of working with cobots 
are minimised, so deployments don’t 
need to be fenced off. The footprint 
of the cobot will be determined by the 
associated task, so you may only need 
a small cell if you’re using cobots to 
pick and place individual parts,” he 
explains.

According to Lauzier, Robotiq is 
seeing a pick-up in demand from 

smaller businesses which is being 
driven by the growing interest in 
automation caused, in part, by the 
impact of Covid-19.

“When it comes to SMEs, there 
usually needs to be a minimal 
production value for automation to 
make sense, but it is certainly going in 
the direction that smaller companies 
are turning to automation.

“Our tools and software for the 
cobot market, like our AirPick, EPick 
and Robotiq Sanding Kits or our Bin 
Picking Kit, bring affordable systems 
to a broader spectrum of mid to high 
volume manufacturing and processing 
operations. All of these come with 
intuitive features that eliminate the 
need for expensive, complicated 
custom-designed solutions.

“These kits can be used to reassign 
cobots so you don’t need to be an 
expert in the � eld. By removing the 
need to customise we are able to make 
the process more � exible – plenty of 
companies have been burned in the 
past and too many robots have ended 
up in a corner of a plant, unused and 
unloved.”

Simpler 
technology 
and better 
software 
means that it 
is easier to re-
assign roles to 
existing cobots and 
to redeploy them.

Solutions
Robotiq has a broad range of products 
that can easily be added to existing 
robotic systems and by using the 
company’s Plug + Play process are 
simple to integrate. 

“When it comes to installation, 
however, you have to consider whether 
these ‘extras’ will improve the operation 
of the cell. Will you see measurable 
improvements and will the bene� ts 
outweigh the costs?,” asks Lauzier. 
“Adding new technology will add more 
complexity, so is that desirable?

“Palletising is one of the most 
commons robot applications and we 
are able to supply all the necessary 
components for installation – whether 
that’s a HD camera, software, and an 
electrical gripper with an integrated 
vacuum generator.

“Our customisable vacuum 
grippers can be used across a wide 
range of industrial applications, they 
are fast to install and can handle 
objects of varying sizes, shapes, 
materials and weights, while our 
Force CoPilot software can be used 
to automate more advanced force-
sensitive applications and it’s possible 
to programme complex robotic 
movements in a matter minutes,” 
explains Lauzier.

Robotiq is able to provide a 
complete solution for locating, 
picking, handling, and placing � at 
and cylindrical parts – offering a rapid 
set-up. Compatible with Universal 
Robots, the company’s kits are being 
used by appliance manufacturers, 
automotive components suppliers, 
general industry, and by suppliers of 
metal and plastic products.

“Our Plug + Play 
solutions, kits and 
software solutions are 
intended to lower the 
barriers to entry but 

also allow companies 
to entertain the idea 
of automation in areas 

that up until now were 
considered too complex of 
costly,” says Lauzier.

past and too many robots have ended 
up in a corner of a plant, unused and 

is easier to re-
assign roles to 
existing cobots and 
to redeploy them.

metal and plastic products.

solutions, kits and 
software solutions are 

also allow companies 
to entertain the idea 
of automation in areas 

that up until now were 
considered too complex of 
costly,” says Lauzier.

Below: Robotiq’s 
Bin Picking Kit 

Above: Robotiq’s 
new palletising 
system. 
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Why using a hypervisor improves the security and reliability of an untrusted system, by Carmelo Loiacono

O perating Systems (OSs) like 
Linux and Android are widely 
used in embedded systems 

but being large, complex and inevitably 
containing numerous flaws once 
compromised, an attacker can violate 
the security and take control of the 
whole system. 

A method for improving the 
security of these systems is to use 
a hypervisor based on a secure 
microkernel that guarantees 
separation between the system 
software components. The microkernel 
is a secure layer of software below 
the OS that runs at a higher privilege 
level than the OS and virtualizes the 
hardware resources, the hypervisor 
allows the guest OS to run as it would 
directly on hardware. Because of the 
higher privilege level, the integrity 
of the system remains intact even 
if the guest OS is compromised. A 
hypervisor that is designed to be 
secure and reliable from the ground 
up offers significant advantages over 
hardware for implementing low-level 
security. Also, it can provide multiple 
levels of privilege so that a service 
with sensitive data could run in an 
isolated “compartment”, or partition, 
alongside a service with less sensitive 
information.

Since it is virtually impossible 
to test millions of lines of code, it 
is inevitable that Linux and Android 
will continue to contain security 
vulnerabilities and software bugs. 
Also, the increasingly interconnected 
nature of embedded systems 
allows hackers to exploit those 
vulnerabilities. To make such systems 
more secure, the first requirement is 
to lockdown and control capabilities 
of the whole device. Using a multi-
level protection approach like Multiple 
Independent Levels of Security (MILS) 
is one way to ensure systems, running 

THE HYPERVISOR ADVANTAGE

vulnerable operating systems, remain 
secure. 

This is where virtualization comes 
into play: it provides the ability to run 
an operating system, named Guest, 
on top of another operating system, 
named Host. The hypervisor provides 
the virtualization environment to the 
Guest. As a hypervisor proceeds with 
the execution of the various Guest 
OSes on the system, it keeps the 
isolation in place, providing security 
comparable to physical separation.

The Separation Kernel
On a parallel note, the best-in-class OS 
design for both safety and security is 
accepted to be a Separation Kernel, a 
system where only the minimum amount 
of code is running at the highest level of 
privilege. The Separation Kernel consists 
of “compartments” named partitions. 
A software process runs in each of 
these partitions. Inside the partition, the 
separation is not guaranteed – if there 
are flaws, or it becomes compromised, 
this cannot pass outside the partition 
and change the operation or behaviour 
of other partitions or the separation 
kernel itself.

Virtualization, combined with a 
Separation Kernel, offers advanced 

Figure 1: Security-
critical application 
running on 
Embedded Linux OS

features to embedded systems 
software developers such as 
ensuring the heterogeneous software 
components are free-from-interference 
and reinforcing the security and safety 
of the communication system by 
potentially adding filtering or encrypting 
intermediates. 

Here the Separation Kernel delivers 
all the security functions the guest 
cannot guarantee. The part of the 
hypervisor that enables the guest OS 
runs in the same application space 
as the guest and indeed, does not 
even need to be residing in privileged 
mode, and is therefore running as an 
application on top of the Separation 
Kernel. 

In this scenario an untrusted Guest 
operating system runs in a partition. 
This ensures memory resource 
protection and secure access control 
for I/O and other system objects, and 
to schedule workloads securely and 
efficiently across cores. By separating 
system components into different 
partitions, an attacker would have 
to compromise multiple partitions to 
modify or access sensitive data.

Protecting sensitive data
All sensitive data should be isolated 
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in separate partitions, while other 
applications can remain on the Guest, 
e.g. Linux or Android. In this way, 
the security-critical applications are 
isolated from the less secure and 
connected applications, while the 
benefit of flexible frameworks on Linux 
is kept available.  

However, a malicious application 
running on the Guest OS could exploit 
virtualization software bugs in some 
types of virtualization systems to 
obstruct or access other Guests 
or partitions and therefore breach 
confidentiality, integrity, and availability 
of their code or data. For this reason, 
the virtualization system must be able 
to guarantee the separation between 
Guests and partitions. 

The microkernel architecture of 
some Separation Kernels, like the 
INTEGRITY RTOS from Green Hills 
Software, ensures that the kernel size 
remains small and is therefore more 
easily tested and verified to be proven 
free of bugs and security holes. In 
microkernel architectures, only basic 
services are part of the kernel i.e. 
communication between partitions 
(IPC), virtual memory management and 
scheduling.  

There are other approaches to 
support multiple OS contexts than 
using a Separation Kernel or classic 
Type-1 Hypervisor. Linux Containers, 
LXC in short, is a method for running 
multiple isolated Linux systems 
(containers) on a control host using 
a single Linux kernel. However, 
containers do not address kernel-level 
attacks, in particular against device 
drivers, which are running privileged 
on Linux/BSD. They are less secure 
than Separation Kernel hypervisors 
because the kernel that hosts the 
containers has a much larger attack 
surface than a Separation Kernel. 
The smaller attack surface of the 
latter decreases the probability that a 
privilege escalation attack will allow an 
attacker to compromise the security 
of a virtual machine and affect other 
components on the system. 

Consider the scenario shown in 

Figure 1, where a generic security-
critical application needs to exchange 
confidential messages over the internet, 
store confidential data and finally show 
an HMI to the end user. By exploiting 
Linux vulnerabilities and/or installing 
malware, an attacker can potentially 
take control of the whole system.

In contrast, by using a secure 
Separation Kernel that also provides 
virtualization, it is possible to improve 
the security of the system. Figure 2 
shows a system where the security-
critical components of the Linux 
application have been ported as 
Separation Kernel native applications 
and isolated in different partitions. 
The software components can 
interact using secure Inter Partition 
Communication (IPC) systems, so that 
secure requests can be performed by 
the Linux application interacting with 
the Secure Services partition.  In this 
way the Secure Services partition can 
be responsible for the security-critical 
functionality, whereas the Network 
stack/Gateway partition can handle 
and filter the requests coming from the 
network. 

In this scheme, the Separation 
Kernel manages to provide security in 
a manner equivalent to ARM TrustZone 
or other supplemental isolation 
mechanisms, by instead using more 
modern and flexible hardware-assisted 
virtualization technology like ARM VE 
or Intel VT.

I/O device handling
Another important aspect regarding the 
security of a virtualized system is the 

device management. In particular, we 
refer to devices that will be available 
to a Guest OS.  If the Separation 
Kernel were to give complete control 
of DMA devices to the Linux Guest, 
the security of the whole system may 
be compromised. Indeed, using the 
DMA, the Guest OS could instruct 
the Device to read or write directly to 
any area of main memory including 
the kernel. Unless specific protection 
is in place it’s possible to bypass all 
security mechanisms. 

For this reason, many modern SoCs 
have introduced some functionality to 
limit the scope of what a DMA Device 
can access: the IOMMU. Several 
implementations can be seen on the 
market, such as Arm SMMU, Intel 
VT-d or Renesas IPMMU. The IOMMU, 
much like a CPU MMU, provides a 
programmatic interface to define which 
ranges of addresses the device can 
access. This allows device drivers 
to run purely in a Separation Kernel 
partition, or a Guest OS. While direct 
Device access from the Guest is 
strongly discouraged where an IOMMU 
is not capable of protecting the system, 
this is sadly a common practice, taken 
as a compromise for the sake of either 
maintainability or time-to-market.

Where such a hardware protection 
does not exist, DMA devices should 
instead be managed by the Separation 
Kernel (a Virtual Driver partition for 
each DMA device) to ensure that 
a flaw in a Guest OS device driver 
cannot mis-program the DMA hardware 
and cause potentially fatal memory 
corruption. More precisely, the DMA 
requests need to be handled by 
the Separation Kernel, while the 
more complex part of the driver can 
still run in the Guest. This pushes 
driver implementation toward a 
paravirtualized, specific model, to 
ensure the behaviour can still perform. 
The added complexity is the price to 
pay for keeping the system robust, 
safe and secure, and experience 
demonstrates that the overhead is 
actually smaller than anticipated when 
the interface is correctly designed.

Figure 2: Improving 
the security of the 
Linux OS using a 
Separation Kernel 
and Virtualization
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The benefi ts of using machine learning in electronic software code 
review are considerable, as Jill Britton explains

C ode review is an important part 
of the software development 
life cycle in electronic design 

and using an established coding 
standard - such as MISRA or CERT - is 
essential to ensuring the quality of 
code being produced. Coding standard 
guidelines capture many person-years 
of expertise and their use greatly 
reduces the probability of introducing 
errors. Guidelines may be decidable, 
where the answer is either a straight 
“yes” or “no” or undecidable, where 
the answer may be “yes”, “no”, or 
“possibly”.

To automate code reviews, 
it is important that an industry 
standardised static code analyser 

ML STRATEGIES FOR 
AUTOMATING CODE REVIEWS

is used during development. 
However, even with the best static 
code analysers, there can be an 
overwhelming number of defects 
reported, especially at the start of 
a project or when a new module is 
added. These defects may be genuine 
(true positives) or may be not (false 
positives).  

Sophisticated data� ow algorithms 
are often necessary to perform the 
semantic analysis necessary to 
enforce undecidable rules in static 
code analysis. However, due to the 
complexity of these algorithms - along 
with the balance between performance 
and precision - there may be false 
positives reported. The question 

then arises: Should the algorithm 
run to completion, which may take 
several hours, or stop with a possible 
outcome that could be a false 
positive?  

False positives are one of the 
main reasons given by developers 
for not using static code analysis 
tools. Identi� cation and review of 
static analysis � ndings can be time 
consuming, particularly when it is a 
violation of an undecidable guideline. 

The introduction of machine 
learning into static code analysis can 
assist in detecting code structures 
that may lead to false positives. This 
makes analysis more accurate and 
reduces the time needed to review.Im

ag
e 

cr
ed

it:
 P

as
ko

 M
ak

si
m

/S
to

ck
.a

do
be

.c
om



24 November 2020    www.newelectronics.co.uk30

EMBEDDED SOFTWARE        STATIC CODE ANALYSIS

When pairing machine learning 
with static analysis, there are several 
possible strategies to consider:

Grouping/Clustering
An initial strategy is to group defects 
that are similar in nature so that 
they can be addressed together. This 
requires a similarity measure to be 
defined and calculated. The measure 
could be based on the identification of 
the defect or elements, like functions 
or variables found within the defect. 

Some static analysers assign a 
severity level to each defect, which 
enables them to group together 
defects that are similar in nature 
at the same level. Defects could 
also be grouped by whether they 
are likely to produce false positives. 
The assignment of a defect to an 
appropriate level is dependent on 
the interpretation of the static code 
analyser developer. However, this may 
not guarantee a real relationship with 
every defect in the group.

This strategy can be enhanced 
by using an unsupervised machine 
learning clustering algorithm, such as 
the “K-Means” clustering algorithm. 
This is the simplest of unsupervised 
learning algorithms that automatically 
groups defects, and the idea of it is 
to define “K” centres, one for each 
cluster. The algorithm will iteratively 
compute the centre of clusters.

Two defects may be intuitively 
similar if, for example, they have the 
same source, sink, or control flow 
because these defects take common 
paths. In other words, the more 
common aspects that the two defects 
have, the more similar the defects 
will appear to be to the user, and the 
faster they will be to review.

Ranking
This machine learning strategy 
determines the likelihood of defects 
being true positives and ranks them 
accordingly. Static analysis is based 
on both syntactic and semantic 
analysis of the code. The results 
from syntactic analysis are usually 

very reliable as the algorithms 
are decidable. However, syntactic 
analysis cannot identify complex 
defects and so semantic analysis is 
required.

As discussed previously, by using 
dataflow algorithms with semantic 
analysis can identify complex defects 
but are more likely to lead to false 
positives as the results can be 
undecidable. These complex defects 
may involve approximations. (It 
should be noted that there are other 
techniques employed by dataflow 
algorithms that are less prone to 
false positives. For example, SMT 
(Satisfiablility Modulo Theories) 
solvers, like Barcelogic and Yices.)

An approximation example would 
be multiplying a variable that is 
known to be within the range [0, 
1000] by 2. It would be accurate 
to say that the result will be in the 
set of even numbers between 0 
and 2000. However, it would be an 
approximation to say that it could be 
any number between 0 and 2000. 

Depending on the number of 
approximations, these complex 
defects can be ranked, where a lower 
number of approximations results 
in a higher ranking. If the defects 
are then addressed in rank order, 
there is a possibility that a more 
complex defect would be fixed by just 
investigating the simpler one.  

The limitation of this strategy 
is that to determine the number 
of approximations, it is necessary 
to have internal knowledge of the 
algorithms employed by the specific 
analysis tool. 

AI-Assisted Ranking
A more general approach to ranking, 
that is not dependent on internal 
knowledge, is to prioritise defects 
that are likely to be true positives 
based on them being “similar” to 
defects reported in the past and 
confirmed to be real problems by a 
user.

In the same way, if a defect 
“looks like” a problem that has 

previously been reported and shown 
not to be an issue, likely false 
positives can be deprioritised by the 
ranking system.

This machine learning-based 
approach establishes similarity and 
assigns defects to a particular group: 
“True Positive Reports” (TP) or “False 
Positive Reports” (FP).  These groups 
are based on results from a human 
review of defects that have been 
previously established.

Defects can be accurately 
mapped to the appropriate group 
and prioritised for further review by 
using “supervised machine learning 
algorithms”, which are a family of 
machine learning algorithms that 
build their statistical models based 
on sets of labelled examples. As 
more data becomes available, these 
algorithms are continually improved.

For example: the algorithm based 
on the Support Vector Machine 
(SVM) model that works with the 
labelled examples mapped into 
an N-dimensional feature space 
and attempts to separate them 
by a hypersurface. This results in 
examples that have different labels 
being located on different sides 
of the hypersurface. The model 
is solved for a hypersurface of a 
predefined shape by minimising the 
total distance from examples to the 
hypersurface.

Application of this algorithm has 
shown a high probability of accurate 
mapping. This indicates that 
supervised learning can be a useful 
tool for prioritising defects. 

Conclusion
Using a combination of the strategies 
described, machine learning can 
improve the results of static analysis 
tools when used for post-processing 
analysis results reports. Applying 
clustering and ranking either 
separately or together will reduce 
the effort required by users to review 
defects and thus increase confidence 
and adoption of static analysis in the 
development environment.

“Even with 
the best static 
code analysers, 
there can be an 
overwhelming 
number of 
defects reported, 
especially at 
the start of a 
project or when 
a new module is 
added.”
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Panasonic Industry releases EKMB and EKMC series Wide Area 
and Ultra Slight Motion Detection Sensors, covering a wide field of 
detection & high sensitivity 
There is an ever growing demand for automated surveillance and monitoring applications within the 
smart building automation and public security infrastructure. All such devices in these sectors depend on 
modern sensor technology that is expected to function reliably and to appear as unobtrusive/non-visible 
as possible. Now, Panasonic Industry releases its new EKM versions of Pyroelectric Passive Infrared Motion 
Sensors (PaPIRs) with two distinct functional purposes. While being “equal twins” in terms of their physical 
nature, with only a 14mm small lens diameter and same pinning structure, each type has a unique and specific detection performance. 

The Wide Area Detection type has a maximum detection area of 12.9m @ 3M which is unrivaled in the market in such a small package. Thus, 
it renders the perfect motion sensor for large areas, such as entrance halls, open space offices, corridors or parking lots and many other 
public spaces.  The Ultra Slight Motion Detection type on the other hand impresses with an extremely high and almost gapless switching 
zone density and an exceptionally high sensitivity. A perfect choice wherever small objects and movements need to be reliably detected, for 
example in meeting rooms, waiting rooms or single offices.
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How a Zero Flux Current Transducer Works: new video from Danisense 
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Tutorial discusses how to achieve a measurement 
accuracy of 1PPM 
Danisense, the leader in high-accuracy current transducers for demanding 
applications, has produced a new tutorial video which discusses how – using the zero 
flux principle - current transducers can be produced with a measurement accuracy as 
accurate as 1ppm for applications such as power analysers in EV production, medical 
equipment such as MRI scanners and power supplies for particle accelerators. 
The video explains zero flux technology, also called ‘fluxgate’ and how it works, including the use of a closed loop which balances opposing 
magnetic fields, so eliminating offset and linearity issues. Using this combination of techniques, it is possible to achieve extremely accurate 
results even in a harsh environment. Comments Loic Moreau, Sales & Marketing Director, Danisense A/S: “The test and measurement industry 
has had to be extremely creative to cope with the increasing challenges set by customers who require greater accuracy in tough conditions. 
Current sense transducers from Danisense are acknowledged to be amongst the most reliable and high performance in the industry. We hope 
this video will help customers understand the technologies we use so that they can benefit from the results.” 

Please view the video at https://www.danisense.com/documentation/flux-gate
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Powell Electronics expands in Europe with new headquarters
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Powell Electronics expands in Europe with new headquarters, 
technical staff and franchises
Addresses wide markets; holds local stock

Powell Electronics, the supplier of connectors and more for high-rel applications including defence, 
aerospace and industrial, has strengthened its European presence by relocating to new premises 
in Dublin, Ireland, employing more technical staff to support design-in activities and signing new 
franchises agreements. The company has an excellent reputation in the USA offering value-add 
connector and cable assembly services at its headquarters in New Jersey. However, in Europe the 
company had focused purely on the agricultural market from small facility in Utrecht, Netherlands.

In mid-2019, Gary Evans, a seasoned connector professional who had previously occupied 
senior management positions at Harwin, Deutsch and ITT, was appointed to redefine the Powell’s 
European business. As a result, major European franchise agreements have been signed with Glenair, Harwin, Amphenol Aerospace, 
Quell, AB Connectors, Lemo, Conesys and more. This is now enabling Powell to address the broad range of demanding connector 
applications with products that range from miniature PCB-mount devices to high voltage, high current hi-rel solutions.
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Programmable PXI Simulator Modules Effectively Mimics Current 
Loop Based Sensors in Industrial Control Applications
41-765 Analog Output/Current Loop Simulator Modules tests transceivers using 4–20mA 
current loops

Pickering Interfaces, the leading supplier of modular signal switching and simulation solutions 
for use in electronic test and verification, today launched its model 41-765 Analog Output/
Current Loop Simulator Modules, which are aimed at simulating industrial control transceivers, 
utilizing 4–20mA current loops. Part of an expanding range of PXI simulation modules from Pickering, the 41-765 also enables slew 
rates to be programmed so that different sensors can be effectively mimicked. 

The 41-765 Analog Output/Current Loop Simulators feature multiple output modes, 4–20mA, 0–24mA, +/-24mA, 0-5V, +/-5V, and 
+/-12mV, which also improve simulation accuracy and versatility. The modules include built-in relays for shorts and opens functionality 
enabling fault insertion testing on every channel. Devices can also work in Full Isolation mode to avoid ground loops. Delivering from 4 
up to 16 channels in one PXI slot, the 41-765 modules are the highest density simulators of their type, freeing up PXI or LXI/USB chassis 
slots for other instrumentation.

Call James Creber on 01322 221144

Pickering Electronics’ miniature HV reed relay at the heart of IC test system
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Pickering Electronics’ miniature HV reed relay at the 
heart of IC test system for On Semiconductor
Custom request becomes industry’s smallest high voltage reed relay

Pickering Electronics, the reed relay company which has pioneered miniaturization 
and high performance for over 50 years, has announced that it has developed a 
miniature high voltage relay for use in a new test rig, designed by globally-renowned 
chip maker, ON Semiconductor. In switching systems for test and measurement 
applications, reed relays are often the best solution thanks to their small size, high 
isolation resistance, hermetically sealed contacts, fast operate time and long-life expectancy. When developing a new test rig, ON 
Semiconductor – a long-standing customer of Pickering - identified the need for a reed relay with a stand-off voltage of at least 400VDC, 
which was also small enough to meet its demanding high switching density requirements. 

The internal clearance constraints required by the uprated specs would not fit within the package dimensions of other miniature relays 
in Pickering’s broad portfolio. However, in just seven weeks, Pickering was able to send first prototypes of a device housed in the mini-
SIP package with a footprint of 12.5mm x 3.7mm and a height of 6.6mm able to deliver a minimum stand-off of 1500V.
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EDT Smart Embedded Modules – Your Plug and Play Smart Touch Display Solution
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Smart Embedded Modules enable the user to add High End 
Graphics to any product in a very short time. The modules are 
highly integrated providing all necessary components to control the 
Display, the Touchscreen as well as the many Interfaces, with low 
power consumption and instant Start Up time.
• 7-36Volt Input range
• RS232, RS485, CAN, USB OTG, I2C, SPI, GPIO
• SDRAM Framebuffer memory, Flash memory for Graphics
• TouchGFX Graphic Framework for High End Graphics on embedded system.
• Customizable to fit your exact needs

Application Board with relays, Push Buttons, LEDs and Sensors. Add on module with Bluetooth and SD-Card. 
Standard Modules are available in the sizes 4.3”(TN+IPS) + 5.0”(IPS) + 7.0”(TN+IPS) + 10.1”(IPS) Evaluation kits 
are also available.
For you tube video see; https://www.youtube.com/watch?v=mn-Shrk3nqCM
https://www.mansky.co.uk/products/embedded-solutions/embedded/

Your Plug and Play Smart Touch Display Solution
Smart Embedded Modules enable the user to add High End Graphics to any product in a 
very short time. The modules are highly integrated providing all necessary components 
to control the Display, the Touchscreen as well as the many Interfaces, with low power 
consumption and instant Start Up time.
 
• 7-36Volt Input range
• RS232, RS485, CAN, USB OTG, I2C, SPI, GPIO
• SDRAM Framebuffer memory, Flash memory for Graphics
• TouchGFX Graphic Framework for High End Graphics on embedded system.
• Customizable to fit your exact needs
 
Application Board with relays, Push Buttons, 
LEDs and Sensors.
Add on module with Bluetooth and SD-Card.
Standard Modules are available in the sizes 
4.3”(TN+IPS) + 5.0”(IPS) + 7.0”(TN+IPS) + 
10.1”(IPS)
 
Evaluation kits are also available.
For you tube video see; 
https://www.youtube.com/watch?v=mn-
Shrk3nqCM

https://www.mansky.co.uk/products/embedded-solutions/embedded/
edt-smart-embedded-products/
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Lattice Extends Industry-leading Security and System Control to Automotive Applications
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MachXO3LF and MachXO3D FPGAs Support Extended 
Temperature Range for Automotive and other Ruggedized 
Applications
Lattice Semiconductor Corporation (NASDAQ: LSCC), the low power programmable leader, today 
announced new versions of its MachXO3LF™ FPGAs for flexible deployment of robust automotive 
control applications and MachXO3D™ FPGAs for system security that support extended temperature 
operating ranges for automotive and other ruggedized applications. MachXO3D FPGAs augment the 
popular system control capabilities of the Lattice MachXO FPGA architecture with industry-leading 
security features, including hardware Root-of-Trust (RoT), platform firmware resilience (PFR), and secure dual-boot support. The MachXO3D 
and MachXO3LF devices target control, bridging, and I/O expansion applications that must operate reliably in rugged environments, 
including advanced driver assistance systems (ADAS), infotainment, motor control, 5G communications infrastructure, industrial robots and 
automation systems, and defense systems. Emerging trends like electric vehicles (EVs), autonomous driving, ADAS, and infotainment are 
increasing OEMs’ reliance on electronic components in automotive systems. Deloitte projected that by 2030, 45 percent of the cost of a new 
car will come from electronic systems . As more sensors and electric motors are incorporated into cars, systems become exposed to risk of 
malicious hacks. 
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Power Integrations’ New MinE-CAP IC Reduces Volume of AC-DC Converters by Up to 40% 
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Novel MinE-CAP device dramatically reduces the input 
bulk capacitor size, reduces in-rush current by up to 95%, 
eliminates NTC thermistors and associated losses
Power Integrations (Nasdaq: POWI), the leader in high-voltage integrated circuits for 
energy-efficient power conversion, today announced the MinE-CAP™ IC for high power 
density, universal input AC-DC converters. By halving the size of the high-voltage bulk 
electrolytic capacitors required in offline power supplies, this new type of IC enables a 
reduction in adapter size of up to 40%. The MinE-CAP device also dramatically reduces 
in-rush current making NTC thermistors unnecessary, increasing system efficiency and reducing heat dissipation.  Comments Power 
Integrations’ product marketing director, Chris Lee: “The MinE-CAP will be a game-changer for compact chargers and adapters. Electrolytic 
capacitors are physically large, occupy a significant fraction of the internal volume and often constrain form factor options – particularly 
minimum thickness – of adapter designs. The MinE-CAP IC allows the designer to use predominantly low voltage rateding capacitors for a large 
portion of the energy storage, which shrinks the volume of those components linearly with voltage. USB PD has driven a major market push 
towards small 65 W chargers and many companies have concentrated on increasing switching frequency to reduce the size of the flyback 
transformer. MinE-CAP provides more volume saving than doubling the switching frequency, while actually increasing system efficiency.” 

Power Integrations Delivers One-Millionth GaN-Based InnoSwitch3 IC 
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Partners with Anker Innovations to drive GaN 
revolution in mass-market AC-DC power adapters 
Power Integrations (Nasdaq: POWI), the leader in high-
voltage integrated circuits for energy-efficient power 
conversion, today announced the delivery of its one-
millionth InnoSwitch™3 switcher IC featuring the company’s 
PowiGaN™ gallium-nitride technology. In an event at the 
Shenzhen headquarters of Anker Innovations, Power 
Integrations CEO Balu Balakrishnan presented the one-
millionth GaN-based IC to Anker CEO Steven Yang. Anker is a 
leading manufacturer of chargers and adapters, supplying 
retailers worldwide with powerful, compact USB PD adapters and a wide range of chargers and 
adapters for laptops, smart mobile devices, set-top boxes, displays, appliances, networking gear 
and gaming products. 

METCASE Launches Sloping Front Instrument Enclosures
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METCASE has added new sloping front versions 
of its advanced TECHNOMET aluminium table-
top enclosures. TECHOMET SL is designed for 
applications including medical and laboratory 
instruments, test and measurement, industrial 
control and communications.
These smart and modern cases are supplied fully 
assembled and feature an 18 degree inclined front bezel 
which provides a perfect viewing angle of the controls 
and displays.  The cases also feature snap-on trims which 
hide all the fixing screws, internal PCB mounting pillars, 
ventilation slots in the base and rear panel, and four moulded non-slip feet. Recessed side 
handles allow easy portability. 

TECHNOMET SL can be supplied fully customised on request.
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New Lattice CrossLink-NX FPGAs Bring Power and Performance Leadership
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•First Product on New Lattice Nexus FPGA Platform 
•Up to 75% Lower Power Compared to Similar Class 
Competitive Devices 
Lattice Semiconductor Corporation (NASDAQ: LSCC), the low power programmable leader, 
today announced the first FPGA developed on its new Lattice Nexus™ FPGA platform, 
CrossLink-NX™. This new FPGA provides the low power, small form factor, reliability, and 
performance that developers need to create innovative embedded vision and AI solutions 
for communications, compute, industrial, automotive, and consumer systems. 

According to Patrick Moorhead, president and founder of Moor Insights & Strategy, “Technology trends like 5G connectivity, 
cloud-based analytics, factory automation and the smart home are driving demand for embedded vision solutions that 
support machine learning. However, the data latency, cost and privacy issues associated with cloud-based ML analytics 
have sparked interest among developers in moving more data processing from the cloud to the Edge. But doing so 
requires OEMs have access to Edge AI/ML inferencing solutions that offer high performance data processing, low power 
operation, and a small form factor.”
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BlaizeTM Emerges from Stealth to Transform AI Computing
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Blaize, formerly known as Thinci, unveils the 
first true Graph-Native silicon architecture 
and software platform built to process neural 
networks and enable AI applications with 
unprecedented efficiency
BlaizeTM today emerged from stealth and unveiled a 
groundbreaking next-generation computing architecture 
that precisely meets the demands and complexity of new 
computational workloads found in artificial intelligence 
(AI) applications. Driven by advances in energy efficiency, flexibility, and usability, Blaize products 
enable a range of existing and new AI use cases in the automotive, smart vision, and enterprise 
computing segments, where the company is engaged with early access customers. These AI 
systems markets are projected to grow rapidly* as the disrupting influence of AI transforms entire 
industries and AI functionality becomes a “must-have” requirement for new products.
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Call James Creber on 01322 221144

New beam angle LEDs from OMC focus
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New beam angle LEDs from OMC focus light 
precisely for demanding high-intensity applications 
Ultra-narrow 15 degree LED and precision 60 degree LEDs suit 
signalling, indication, sensing and communication applications

OMC, the pioneer in optoelectronics design & manufacture, 
has introduced two new surface-mount LEDs, an ultra-narrow 
15 degree beam LED and a 60 degree beam LED.  Both new 
LEDs are produced by OMC in a range of package styles, 
beam angles and all popular LED wavelengths, plus infra-red versions. The two new devices join the 
SMD emitter series launched by OMC in late 2018, which includes a 30 degree output beam device 
that has proved very popular. The two new SMT LEDs provide designers with even greater choice 
and flexibility for a very wide range of applications, including signalling, indication, sensing and 
communications applications.  
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Nexperia launches high-efficiency GaN FET with industry-leading performance
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Proven process, robust and scalable, ready for 
volume applications
Nexperia, the expert in discrete and MOSFET components and 
analog & logic ICs, today announced its entry into the gallium 
nitride (GaN) FET market with the introduction of the 650 volt 
GAN063-650WSA, a very robust device with a gate-source 
voltage (VGS) of +/- 20 V and a temperature range of -55 to 
+175 °C. The GAN063-650WSA features a low RDS(on) - down to 
60 mΩ - and fast switching to offer very high efficiency.

Nexperia is targeting high performance application segments including xEV, datacentres, telecom 
infrastructure, industrial automation and high-end power supplies. Nexperia’s GaN-on-silicon process 
is very robust and mature with proven quality and reliability, plus it is highly scalable as wafers can be 
processed in existing silicon fabrication facilities. More, this device is available in the industry-standard 
TO-247, allowing customers to benefit from exceptional GaN performance in a familiar package.
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New Round TFTs offer a contemporary appearance
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Circular TFTs with High Resolution and 
wide viewing angle.

3.4inch and 5inch IPS TFTs with MIPI interface .

3.4inch has 800 x 800 resolution.

5inch 1080 x1080 resolution.

Perfect for home appliance, heating controls, 
marine and automotive applications.

www.mansky.co.uk/products/display/tft/mipi-interface-tfts/
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Rugged, modular MIL 83513 1.27mm pitch connector 
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Rugged, modular MIL 83513 1.27mm pitch 
connector with captive fixings suits thick PCBs and 
AWG24 cable. 
Nicomatic’s easy-to-use EMM series suits harsh-
environment defense applications

Nicomatic SA, the leading manufacturer of high-performance 
interconnect systems, has announced new features for its rugged micro connector, the 1.27 mm pitch 
EMM series, which targets defense and other high-reliability applications. The MIL 83513-style connectors 
that require a significantly smaller footprint than the closest industry competitor now feature captive screw 
fixings and can be used with thicker PCBs and larger diameter cables. Captive screw fixings provide the 
fastest locking solution available, since there is no need to tighten alternative sides repeatedly. They also 
ensure that screws are never lost. EMM miniature connectors are also now optionally available with longer 
straight-through and 90° contacts enabling them to be used on PCBs that are up to 3.5mm thick. Finally, 
EMM connectors can also be used with AWG24 cable, larger than competing devices. 

AVX/Ethertronics’ low profile SMT automotive antennas
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AVX/Ethertronics’ low profile SMT
automotive antennas deliver optimum
performance across worldwide
frequency bands – now available at TTI 

Small PCB footprint; applications include infotainment,
telematics, Ecall, on board diagnosis, tracking, navigation
and vehicle-to-everything communication (V2X)

New low profile SMT automotive antennas from
AVX/Ethertronics that provide best-in-class RF performance
and give global coverage are now available from TTI, Inc., a world leading specialist distributor of
electronic components. The antennas support different worldwide frequency bands and ensure superior
performance, yet occupy minimal PCB real estate. These automotive antennas provide broadband
coverage across 4G/LTE, 3G, GPS, WiFi, V2X or BT networks, with turning capabilities to deliver optimized
performance. 

High-accuracy, large aperture current transducer
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High-accuracy, large aperture current
transducer from Danisense measures
up to 1200Arms 

Targets testing of high power converters for today’s
electric and hybrid vehicles

Key points:
• Measure signals up to 1200Arms/1500A DC
• Excellent linearity (<1ppm) and very low offset (12ppm) 
• High bandwidth to 300kHz for SiC and GaN technology
• Large 45mm diameter aperture facilitates ease of use
• High EMC robustness provided by metal housing

Taastrup, Denmark, January 2109…Danisense, the leader in high-accuracy current transducers for
demanding applications, today announced the DM1200, a high-accuracy current transducer capable of
measuring signals up to 1200Arms and 1500A DC. 

Lattice Semiconductor Announces Design Wins
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Lattice Semiconductor Announces Design Wins with Pioneer & Onkyo
Corporation for Prosumer A/V Home Entertainment Receiver Systems

Pioneer Selects Lattice SiI9437 Receiver IC for Enhanced Audio Return Channel 
(eARC) HDMI® 2.1 Capabilities

Lattice Semiconductor (NASDAQ: LSCC), a leading provider of customizable smart connectivity solutions,
today announced that Pioneer & Onkyo Corporation has selected the Lattice HDMI eARC Receiver IC to
provide “eARC” features for its Pioneer Elite 7.2 channel SC-LX502 and Elite 9.2 channel VSX-LX503 home
A/V receivers (AVR), which provide multiple wired and wireless connectivity options for audio, video and
gaming components.

“Adding HDMI eARC to our cutting-edge Elite line of A/V receivers gives our customers a forward-
compatible home theater solution, designed to support enhanced 4K and 8K televisions of the future,”
said Akira Takahashi, Director of Pioneer & Onkyo Corporation. “With HDMI eARC, our A/V Receiver can
play surround-sound audio, including high-bitrate audio, from the television’s built-in streaming apps, as
well as from devices attached directly to the TV.”

New 3-phase gate drive solution
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New 3-phase gate drive solution from
Pre-Switch doubles power; boosts
switching speeds by up to 20x;
increases eV range by 5-12%

Si-valley start-up uses AI to solve soft-switching control
challenge for DC/AC and AC/DC power conversion; 

Massive advantages demonstrated for burgeoning electric
vehicle market and others

APEC Power Conference, Anaheim, Ca., USA: Pre-Switch, Inc., a Silicon Valley start-up that emerged from
stealth mode last year, today expanded its revolutionary soft-switching IGBT and silicon carbide gate
driver architecture to cover 3-phase power systems. The platform, including the Pre-Drive™3 controller
board, powered by the Pre-Flex™ FPGA, and RPG gate driver board, enables a doubling of power output for
a typical inverter, or an increase in switching speed by a factor of up to 20 times.

New SCALE-iDriver SiC-MOSFET Gate Driver
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New SCALE-iDriver SiC-MOSFET Gate Driver
from Power Integrations Maximizes
Efficiency, Improves Safety

Highest output gate current; fast shut down; best isolation

Power Integrations (Nasdaq: POWI), the leader in gate-driver technology for
medium and high-voltage inverter applications, today announced the
SIC1182K SCALE-iDriver™, a high-efficiency, single-channel SiC MOSFET gate driver that delivers the highest
peak output gate current available without an external boost stage. Devices can be configured to support
different gate-drive voltage requirements matching the range of requirements seen in SiC MOSFETs today
and include advanced safety features making them both compact and robust.

The SIC1182K offers up to 8 A output at a junction temperature of 125°C allowing these devices to support
SiC-MOSFET inverter designs up to several hundred kilowatts without a booster stage. This results in high
system efficiency and enables customers to produce only one design to cover their entire product portfolio
of differently-rated power inverters. A switching frequency of up to 150 kHz supports multiple applications. 

New all-in-one electrical troubleshooting test tool
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New all-in-one electrical troubleshooting test tool from Nicomatic
& Eca group features accurate fault-localization to speed
maintenance and repair

Highly portable for use in harsh environments

Nicomatic, one of the the leading manufacturer of high-performance interconnect solutions, has
introduced a new multi-function tool that comes in a compact, portable case designed to simplify
electrical troubleshooting. The company’s Electrical Ground Support Equipment (E-GSE) TC50-eTool,
developed in partnership with the ECA Group - which is renowned for its expertise in developing
innovative technical solutions for use in hostile or harsh environments - enables:
voltage/current/resistance measurement; phase order checking; diode testing; insulation testing;
and thermal imaging.  Additionally, the tool uses Nicomatic’s SmartCo solution based on reflectometry
technology to provide precise wire-fault localization, enabling quick diagnosis and thereby
minimizing aircraft ground time.

New Universal Feet Kits For Enclosures
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New Universal Feet Kits For Enclosures

TECHNOFEET is a new range of universal enclosures feet from
METCASE. These stylish and modern feet can be specified with
or without tilt legs, making them perfect for laboratory
equipment or other desktop instrument enclosures.

TECHNOFEET can be fitted to any type of plastic or metal
enclosure with a wall thickness of up to 3 mm. The feet are
easy to install, requiring just three holes in the enclosure
panel. 

Each foot is sized ø30 x 12 mm high. The feet are moulded in
ABS (UL 94 HB) with soft touch TPE non-slip pads. Three
standard colours are offered: anthracite (RAL 7016), light grey
(RAL 7035) and black (RAL 9005).

NXP i.MX 6SoloX processor 
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Computer on module with NXP i.MX
6SoloX processor

The efusA9X is another compact and inexpensive module in efus
form factor designed for easy interfacing and simple baseboard. 

The module offers up to 1 GB RAM, 1 GB NAND Flash, and 32GB eMMC. 

Available interfaces are 2 x Gigabit-Ethernet, 2 x USB, 2 x CAN, 2 x 12C,
2 x SPI, 4 x UART, GPIOs, 2 x SD-Card, 12S or AC97 for audio, PCle as
well as analogue and digital camera. 

A WLAN/Bluetooth module with chip antenna or antenna socket is an option. 

Displays can be connected via digital RGB and LVDS (up to WXGA).

A resistive as well as a capacitive touch controller can be connected via the 12C interface. 

Operating systems supported are Linux, WEC2013/7 and Android. Long term availability to 2025. 

Call James Creber on 01322 221144
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www.microchip.com/1LSBPrecisionControl

Superior Precision That Fits in the Palm of 
Your Hand
Compact Digital-to-Analog Converters with 1-LSB INL 

Don’t sacrifice size for performance. Our newest Digital-to-Analog Converters 
(DACs) deliver outstanding precision and accuracy in compact, integrated chips.

The MCP47/48CxBxx family of DACs combines high alternating current 
performance and better resistance matching, offering outstanding linearity of less 
than 1 Least Significant Bit (LSB). With low power consumption and a fast settling 
time, these solutions are ideally suited to handheld applications for medical, 
industrial and consumer use.

Supporting an extensive range of output voltage resolutions and integrated 
memory options, these new devices provide the same flexibility you’ve come to 
expect from Microchip’s DAC portfolio in a familiar design environment.

Key Features
• 1 LSB Integral Nonlinearity (INL) specification
• Supports 8-, 10- and 12-bit resolution
• Fast settling time of 16 µs
• Power down modes with power-on/brown-out  

reset protection
• Single and dual channel
• Integrated volatile or MTP memory with SPI or I2C 

compatible serial interface
• Compact package sizes: 16-lead 3 x 3 QFN,  

10-lead MSOP and 10-lead 3 x 3 DFN
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